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Abstract. In recent years, deep learning technology has been exploited to create fake videos,
leading to the widespread presence of deepfake content on the Internet. This technology facilitates
the production of counterfeit content, including pornographic films, fabricated news, and political
misinformation, by altering or substituting the facial data, expressions, and body movements in
original videos, as well as synthesizing voices of specific individuals. Various generative tools, such
as generative adversarial networks (GANs), are employed in deep forgery, introducing significant
risk challenges. Detection technology serves as a crucial countermeasure to mitigate the adverse
effects, with methods based on spatial and frequency domain information playing a pivotal role. This
paper delves into the generative tools and detection techniques of deepfake technology, examining
their principles and applications, and thoroughly discusses the risk challenges encountered. The aim
is to furnish references for further research and practical measures, enhancing understanding and
management of this technology and its impacts, thereby fostering the advancement and refinement
of the field.

Keywords: Deep Forgery Technology; Generation Tools; Detection Technology.

1. Introduction

With the rapid advancement of information technology, deepfakes have emerged as a critical area of
societal debate. Leveraging state-of-the-art techniques such as deep learning and generative
adversarial networks, this technology can generate fake images, audio, and video with such realism
that they are often indistinguishable from genuine content, presenting significant threats to personal
privacy, social trust, and national security. Deepfake technology fundamentally employs GANSs to
seamlessly blend elements of a target image or video with source material, utilizing neural networks
to learn from extensive datasets, and subsequently merging an individual’s voice, facial expressions,
and movements into convincingly authentic fake content. While Al face swapping represents the most
prevalent application, the scope of deepfake technology also encompasses voice simulation, face
synthesis, and video generation. The ease of creating highly realistic audiovisual content has made it
challenging for even experts to discern authenticity by eye. Recently, Al-generated fake pornographic
and violent images attributed to public figures have gained viral attention on social media, drawing
significant public and governmental concern. In response to the detrimental impacts of deepfakes,
academia and industry are collaborating to develop technologies for deepfake detection. Numerous
researchers are constructing datasets and exploring multiple facets of deepfake detection. Moreover,
initiatives like the global Deepfakes Detection Challenge, co-hosted by Facebook and Microsoft, aim
to foster innovation and breakthroughs in this arena. Despite these efforts, disparities in the focus of
these tests persist, and the field faces many challenges and limitations. Comprehensive reviews in
this domain remain relatively rare, with existing literature primarily concentrating on early forms of
image tampering.
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2. Deepfake Generation Techniques

2.1. Deepfake Generation Tool

At present, the commonly used tools for deepfakes mainly include Generative Adversarial Network,
Convolutional Neural Network (CNN), Recurrent Neural Network (RNN) and Encoder-Decoder.

As shown in Figure 1. A generative adversarial network is an algorithm that is trained alternately
between two networks or models, a generator and a discriminator, to finally generate data that can be
realistic. The generator is responsible for generating similar data with the characteristics of the
training set, and the discriminator is responsible for distinguishing between real data and generated
false data. Through the game process, the final result can be completely fake. GAN is actually a
process of "fighting left and right"”, through the continuous confrontation between the two models,

and finally get a good effect.
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Figure 1. The network structure of the GAN (Photo credit: Original).

Convolutional neural networks (CNNs) (as shown in Figure 2) are a class of feedforward neural
networks with deep structures that include convolutional computations, and are one of the
representative algorithms of deep learning. CNNs have the ability to represent learning and are able
to translate and classify input information according to their hierarchical structure, so they are also
called "translationally invariant artificial neural networks." The convolutional kernel parameter
sharing and the sparsity of interlayer connections in the hidden layer enable the convolutional neural
network to learn lattice features, such as pixels and audio, with a stable effect and no additional feature
engineering requirements for the data

Figure 2. Convolutional neural networks (Photo credit: Original).

Recurrent Neural Network (RNN) is a type of recurrent neural network that takes sequence data as
input, recursively in the evolution direction of the sequence, and all nodes (recurrent units) are
connected in a chain. Recurrent neural networks have certain advantages in learning the nonlinear
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features of sequences due to their memory, parameter sharing, and Turing completeness. Recurrent
neural networks have applications in natural language processing, such as speech recognition,
language modeling, machine translation, and other fields, and are also used for various types of time
series forecasting. (As shown in Figure 3)

Figure 3. RNN (Photo credit: Original).

An encoder is a device that compiles and converts signals (such as bitstreams) or data into signals
that can be communicated, transmitted, and stored. A decoder is a digital video 260 |
Hardware/software equipment for decoding and restoring frequency data streams into analog AV
signals (as shown in Figure 4)
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Figure 4. Typical autoencoded structure (Photo credit: Original).

2.2. Face Changing Forgery Technology

The core of face swapping technology, also known as face replacement, is to use advanced algorithms
such as GAN or CNN to "transplant” the facial features of a specific individual (source object) to the
face of another different individual (target object), and then achieve the coverage of the target object's
face. Given that video is essentially composed of a series of consecutive image frames, the key to
achieving the face-swapping effect is to replace the faces in the image frame by frame. In detail, this
process involves first breaking down the target object's video into individual frames, forming a large
number of pictures; Then, on each image, the face of the target object is replaced with the face of the
source object by technical means; Finally, the replaced picture frames are reassembled into a video
that looks real. As shown in Figure 5. This process is made possible thanks to the development of
deep learning technology, which makes it possible to automate the implementation of face
replacement. As shown in Figure 5, the generation process of deepfake technology for faces usually
covers the following four core steps to ensure that the generated fake faces are both authentic and
natural: 1) face detection, 2) face cropping and preprocessing, 3) feature extraction and fake face
generation, and 4) face rendering and image reconstruction
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Figure 5. Face comparison chart (Photo credit: Original).

2.3. Emoji Forgery Technology

As shown in Figure 6. Facial expression forgery, also known as facial expression synthesis
technology, covers core areas such as computer graphics, facial capture technology, and machine
learning. The core purpose is to create or adjust the facial expressions of the characters in the image
so that they visually present a specific emotional response, even if it is not the actual action of the
person. Specifically, the technology first captures and analyzes the facial expressions of the people
in the source video and then builds a model accordingly. Subsequently, by applying these captured
expression models to the characters in the target video, the facial expressions of the target characters
were modified. This process often requires the help of complex algorithms and technologies such as
deep learning to accurately simulate and manipulate facial expressions.
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Figure 6. Facial expression (Photo credit: Original).

2.4. Human Action Forgery Technology

In the exploration of deepfake technology, researchers have successfully developed a new method to
transfer the body movements of the source person to the target person. Abernan et al. proposed an
innovative video action cloning technique that skillfully combines pairwise training data with non-
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pairwise training data for training the same generative network [1]. As shown in Figure 7. This
technology is designed to give the network the ability to generate static frames based on specified
actions, as well as to convert actions into continuous, smooth sequences of frames. At the same time,
the Everybody Dance Now project adopts a video transition-based movement transfer strategy, which
mainly solves the problem of migrating a professional dance video to an amateur or dance addict
object, and finally obtaining a new dance video of the new object [2]. In fact, the method performs
image-to-image pose migration, and at the same time, the time is smoothed to ensure the temporal
consistency of the video. The main problem faced is that there is no complete consistency between
the movements of two different characters and objects during training, and it is difficult to achieve
supervised learning. Therefore, the method chooses to use the gesture bar plot as the intermediate
feature to achieve supervised learning. It first accurately captures the action skeleton images of the
people in the input video through the motion detector, and then accurately maps these skeleton maps
to the target person with the help of the pix2pix GAN network to generate the corresponding action
frames. In the training process, in order to ensure the timing coherence of the generated video, the
method inputs the generated video of two consecutive frames and the corresponding action skeleton
diagram into the discriminator of GAN at the same time to achieve finer adjustment.
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Figure 7. Identify flowcharts (Photo credit: Original).

3. Current Status of Deepfake Detection Technology

In view of the increasing risks and challenges posed by deepfake technology at the individual and
societal levels, it is crucial to develop methods that can effectively identify deepfaked content. In
2018, the U.S. Defense Advanced Research Projects Agency (DARPA) launched a research project
called media forensics to drive the rapid development of fake digital visual media detection
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technology. Subsequently, in 2019, Facebook, Microsoft and other technology giants joined forces
with the Artificial Intelligence Alliance to jointly launch the Deepfake Detection Challenge to
stimulate more research forces to address the challenges of deepfake technology. In this challenge,
researchers mainly focus on three core areas: deep learning detection algorithms, digital source
forensics, and life logging, and deeply explore feasible solutions to combat the threat of deepfake
technology.

3.1. A Forged Image Detection Method Based on Airspace Information

The core idea of the forged image detection method based on airspace information is to use the
difference in the characteristics of the image at the pixel level to identify the forged traces. These
methods assume that falsification operations leave some statistical or structural anomalies in the
image that can be captured by analyzing information about pixels and their neighborhoods. In the
spatial domain, the image detection for a specific fake image generation method is relatively simple,
and most researchers train the detection model based on spatial domain images such as RGB and
HSV, and in the case of sufficient images in the training dataset, the ResNet residual network and
VGG network or on this basis can be improved to do the training [3, 4]. Typically, these methods are
based on deep learning features [5,6]. In terms of model generalization, it is worth noting that Wang
et al. in 2020 demonstrated a method to train an airspace detector by using images generated by a
single generation method [7]. The detection performance of this detector has been verified in the face
of different image tampering techniques. Specifically, this detector shows good detection results on
most of the generated images based on generative adversarial network (GAN) technology. However,
when faced with the classic generated images of Deepfakes and the images generated by the SAN
super-resolution method using image enhancement technology, the detection effect is difficult to
guarantee, which reveals the limitations of the detector on some specific types of images [8].

3.2. A Forged Image Detection Method Based on Frequency Domain Information

Unlike spatial information, which focuses on the two-dimensional layout of pixels, frequency domain
information focuses on describing the constituent elements of an image at multiple frequencies. In
the field of forged image detection, the method based on frequency domain information relies on the
specific attributes of the image after being converted to the frequency domain by Fourier transform
and other technologies to identify the forgery traces. Although frequency-domain information is often
used in pre-processing links such as denoising and enhancement in image signal processing, in recent
years, researchers have tried to apply it to the detection of fake images. However, most research teams
have found that simple frequency-domain conversion techniques such as FFT (Fast Fourier
Transform) and DCT (Discrete Cosine Transform) do not significantly improve the detection
performance. These transformed images often lack translational invariance and local consistency,
leading researchers to have reservations about the performance of direct frequency domain inputs in
CNN models. Therefore, it is rare to directly use the converted image in the frequency domain as the
input of the forgery detection model. On the contrary, the method of complex frequency domain
feature processing and network model fusion is more common, and has achieved remarkable results
in the detection of forged images generated by a single generation method [9]. For example, Durall
et al. averaged the amplitudes of different frequency bands based on the DFT transform to extract
frequency features. Giudice et al. analyzed the coefficient distribution B statistical components of
various generated image sets after DCT transformation, and took the component with the largest
difference in AC coefficients as the main discrimination feature [10]. Chandrasegara et al.
demonstrated that there are systemic defects in the images generated by CNNs in replicating the
attenuation properties of the Fourier spectrum, and experiments were carried out on image detection
at various Fourier frequencies [11]. In terms of the generalization of frequency domain information
detection, Zhang et al. generated the auto-image training set by creating an AutoGAN network with
the characteristics of the common network of GAN networks, and used the frequency domain map in
the training process and tested the effect of the obtained detector on CycleGAN, and obtained good
results [12].
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4. Risks and Challenges of Deepfakes

In 2020, researchers at University College London published a ranking of what experts consider to
be the most serious threat to Al crime, with deepfakes topping the list. It is necessary to have a
comprehensive grasp and deep understanding of the threats posed by this technology in order to
prevent and respond to the security risks brought by it in a timely manner.

4.1. The Impact of Deepfakes on International Relations

Deepfakes are increasingly becoming a key variable in international relations, and their potential
impact cannot be ignored [13]. This technology not only erodes the cornerstone of strategic mutual
trust in the international community, but also directly impacts the already fragile peaceful
environment. When deepfakes are combined with other disruptive digital technologies, the
foundation of trust between global and regional multilateral institutions and actors in international
relations is gradually eroded. Notably, tests by an authoritative data science company in the United
States have revealed the amazing capabilities of deepfake technology. With only speech generation
algorithms and limited corpus training, highly realistic voices can be simulated, such as the one in
which President Trump declared war on Russia [14]. This finding implies that both state and non-
state actors could use deepfakes to amplify their influence and thus profoundly influence the
dynamics of international relations. In addition, deepfakes can be a powerful tool for international
terrorism [15]. In the past, terrorist groups were limited by a lack of realistic and believable audio and
video resources, but now, as the technology matures, they are able to easily produce such content.
Through deepfake video or audio, terrorist organizations are able to target target audiences, such as
government officials, by issuing inflammatory statements or provocative actions, thereby creating
favorable conditions for their terrorist activities. In the face of the challenges posed by deepfake
technology, the international community needs to work together to develop effective response
strategies to ensure stability and peace in international relations.

4.2. The Potential Impact of Deepfakes on News and Public Opinion

Deepfakes are increasingly recognized as a double-edged sword in the realm of journalism. On one
side, their potent capability to generate and alter content can significantly distort news facts and erode
public trust in media outlets. With advancements in artificial intelligence, producers of disinformation
can more adeptly tap into the psychology of social media audiences, utilizing deepfake technology to
swiftly create and disseminate deceptive content targeted at the interests of specific nations, thereby
impacting public sentiment. The misuse of such technology not only jeopardizes the public's
confidence in news information but also poses severe threats to a country's image. Malicious
applications of deepfake technology can deliberately tarnish the image of a nation and slander public
figures. For instance, in recent years, prominent celebrities and multinational corporations have fallen
victim to Al-generated "deepfakes." At the end of January this year, a surge of fake "indecent photos"
of celebrity Taylor Swift spread across social platforms, an incident that reverberated through the
White House and ignited widespread concerns about artificial intelligence. On February 4, as reported
by Hong Kong's Wen Wei Po, a fraud group utilized Al "deepfake” technology to deceive the Hong
Kong branch of a multinational company, successfully embezzling 200 million Hong Kong dollars
in what is now the largest "face swap™ fraud case in Hong Kong to date. In response to these
challenges, it is crucial to acknowledge the potential impacts of deepfake technology and adopt
measures to mitigate them. This includes bolstering technology research and development, enhancing
public awareness of deepfakes, and strengthening the formulation and enforcement of laws and
regulations to ensure the authenticity and fairness of news and public discourse. Such actions are
essential to effectively confront academic challenges and ensure the healthy evolution of news and
public opinion.
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4.3. The Potential Harm of Deepfakes to The Public Interest

With the popularization of disruptive technologies, especially the wide dissemination of technology
open source code, the technical threshold is gradually lowered, resulting in an increasing risk of
technology diffusion. One example is deepfake, whose code algorithm has been published on GitHub
and other technology sharing platforms, and can even be downloaded for free through mobile app
stores, making it easy for ordinary users to perform deepfake operations. The popularization of this
technology has brought considerable challenges to social security and economic order, and at the
same time threatens the legitimate rights and interests of citizens. One notable effect of deepfakes is
the infringement of citizens' right to portraiture and reputation. Commercially entertaining deepfake
software, developed by a number of technology companies, that can easily blend facial expressions,
technical movements, and voices. The social and entertaining application of this technology has made
it possible to target individuals with low-cost, large-scale spoofs and smears. One of the most
common illegal applications is to "graft" the faces of public figures into pornographic content, create
fake pornography for illegal profits, or create spoof videos, which seriously infringe on the reputation
and portrait rights of the counterfeiters. In addition, deepfake technology threatens the safety of the
public's property. In the process of economic transactions, the application of this technology reduces
the cost and frequency of economic fraud, and the potential economic loss also increases, which
brings greater difficulty to the prevention and detection of economic crimes.

5. Epilogue

Deepfake detection technology is proving to be an indispensable tool for preserving authenticity and
security in the digital realm. An in-depth analysis of this technology not only elucidates its underlying
principles but also highlights its practical applications in enhancing cybersecurity. Despite facing
significant challenges such as high technical complexity, difficulties in real-time detection, and the
accurate identification of subtle forgeries, advancements in artificial intelligence and machine
learning foster optimism for the future of deepfake detection capabilities. Anticipated improvements
in this technology promise enhanced power and precision, better equipping it to counteract various
forgery methods. Deepfake detection is poised to play a pivotal role across numerous sectors
including the judiciary, social media, and journalism, aiding in the accurate identification of fake
content and supporting the maintenance of social justice and stability. It is expected that increased
investment in research and development from the academic and technological communities will
further the evolution of deepfake detection technologies. Concurrently, a call for strengthened
cooperation among all societal sectors is made to collectively tackle the challenges posed by deepfake
technologies, contributing knowledge and efforts toward a safer and more authentic digital world.

6. Conclusion

Deepfake detection technology is increasingly recognized as an essential tool for ensuring
authenticity and security in the digital realm. A thorough analysis of this technology reveals the
fundamental principles and practical applications that bolster cybersecurity. Despite facing
challenges such as technical complexity, difficulties in real-time detection, and the identification of
subtly manipulated fakes, there is cause for optimism. Continued advancements in artificial
intelligence, machine learning, and related fields are expected to yield more robust and accurate
deepfake detection solutions. Looking ahead, deepfake detection technologies are poised to become
more sophisticated and precise, enhancing their ability to counteract various methods of forgery.
These developments will play a crucial role in sectors such as the judiciary, social media, and
journalism, assisting in the accurate identification of fake content and supporting social justice and
stability. It is vital to encourage further research into deepfake detection technologies and promote
ongoing improvements in this field. Moreover, collaboration across different societal sectors is
essential for effectively addressing the challenges posed by deepfake technology. Such cooperative
efforts are key to fostering a safer and more authentic digital environment.
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