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ABSTRACT

The advent of Artificial Intelligence (Al) and Machine Learning (ML), particularly deep learning, has
escalated the demand for computing resources. However, the high hardware requirements pose
challenges for companies, compelling them to outsource ML tasks to the cloud. Nevertheless,
concerns about cloud trustworthiness limit such applications. Encrypting data before uploading it to
the cloud is a straightforward solution to ensure data security. However, traditional encryption
schemes render ciphertext data unable to participate in operations within the ciphertext domain,
posing challenges for data analysis. This paper delves into the pivotal role of homomorphic
encryption in addressing the critical issue of privacy protection in machine learning.
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1. INTRODUCTION

The emergence of Machine Learning (ML), especially deep learning, demands more and more
computing resources. Because of the high demands of hardware, companies that can't afford it will
outsource machine learning tasks to the cloud. But distrust of the cloud will limit such applications.
One simple idea is to encrypt the data and then upload it to the cloud, so that the data can be kept
safe[1]. However, after the traditional encryption scheme encrypts data, the ciphertext data cannot
participate in operations in the ciphertext domain. Therefore, for the important application
significance of information mining of encrypted data, the key technical issues of machine learning
for privacy protection based on homomorphic encryption scheme are deeply studied and analyzed in
this paper.

1) Machine learning for privacy protection based on secure multi-party computing [3].

Secure multi-party computing assumes that multiple service users who do not trust each other
exchange data information through secure multi-party protocols, so that each service user can realize
distributed machine learning tasks under the premise that they only know their own data[2].
Especially in the current research of privacy protection machine learning, the security comparison
scheme is a very difficult problem, as far as we know, the security comparison scheme is basically
based on multi-party security computing to achieve. Secure multi-party computing requires the
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interaction of each user involved in the calculation, and many interactions are often required to
complete a calculation, which increases the communication cost and reduces the computing efficiency.

2) Outsourced machine learning based on order preserving and homomorphic encryption [4-5].

At present, many of the known outsourcing computing, many of the data is encrypted using
homomorphic encryption technology, and then the encrypted data and computing protocols are
outsourced to the third-party cloud[3]. However, the order relationship between encrypted data is
obtained under ciphertext, that is, the comparison problem under ciphertext. So some scholars
introduced the sequence-preserving encryption technology. Under certain conditions, order
preserving encryption technology can not only ensure the order relationship of data size, but also
encrypt data to achieve the purpose of privacy protection. However, this encryption scheme does not
support homomorphic operations, and those that support homomorphic operations do not support
sequence-preserving encryption. Some scholars use the two techniques in combination for privacy-
protecting machine learning purposes, but using multiple encryption techniques means more complex
calculations. Therefore, this method is generally very inefficient and far from the purpose of actual
use.

Therefore, this paper combines homomorphic encryption and machine learning to achieve privacy
protection, thus forming network security[4-5]. The advantage of homomorphic encryption
technology combined with machine learning to achieve privacy protection is that it allows the
calculation of encrypted data without decryption, so as to realize data analysis and model training
while protecting data privacy. Through homomorphic encryption, users can perform machine
learning algorithms in the encrypted state, protect sensitive information and ensure data security and
privacy, making it possible to perform privacy-protected data processing in scenarios such as cloud
computing, data sharing and collaborative analysis

2. RELATED WORK
2.1. Federated learning and homomorphic encryption

Federated learning is a distributed machine learning algorithm, but in the learning process, the
participants do not share their own training data, each federated learning uses multiple compute nodes
for joint training, aiming to improve performance, protect private information, and make it scalable
to larger training data and larger models. Federated learning breaks the "data silos" and achieves the
balance between data privacy protection and shared analytics, that is, the "data available invisible"
data application model[6][7]. Some federal agencies have strict privacy requirements, or are bound
by regulations, and may require systems to add additional protection mechanisms to prevent the
inference of personal information. In these cases, transmitting model updates in plain text could allow
potential adversaries to infer personal data. Full homomorphic encryption (FHE) can help us reduce
risk by hiding the final model and disclosing only the final aggregate results to the parties.

Encrypting data is a crucial method for safeguarding data privacy, especially in scenarios where
sensitive information needs to be transmitted or stored securely.[§]Homomorphic encryption is a
specialized form of encryption that enables users to perform operations directly on the encrypted data,
producing results that are equivalent to performing the same operations on the plaintext data. Figure
1 illustrates the fundamental process of homomorphic encryption.  In this process, plaintext data is
first encrypted using a homomorphic encryption scheme, resulting in ciphertext. Despite being
encrypted, the ciphertext retains certain mathematical properties that allow specific operations to be
performed on it without decrypting it. These operations can include addition, multiplication, or
other mathematical functions.
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Figure 1. Homomorphic encryption implementation

After performing the desired operations on the ciphertext, the result is still encrypted and can be
decrypted only by authorized parties possessing the corresponding decryption key. [9]This enables
computations to be carried out on sensitive data while maintaining its confidentiality throughout the
entire process.

Homomorphic encryption is particularly valuable in scenarios where privacy-preserving
computations are necessary, such as in cloud computing, data sharing, or collaborative data analysis.
By allowing computations to be performed directly on encrypted data, homomorphic encryption
enhances data security and privacy, enabling organizations to leverage the benefits of data analysis
and processing without compromising sensitive information.

2.2. Homomorphic encryption operation

Homomorphic encryption algorithms are divided into total homomorphic encryption algorithms and
semi-homomorphic encryption algorithms.

® [fa Homomorphic Encryption algorithm supports any form of ciphertext computation, it is called
Fully Homomorphic Encryption (FHE).

® [f it supports partial forms of ciphertext computation, such as only addition, only multiplication,
or finite addition and multiplication, it is called semi-homomorphic encryption or partial
homomorphic encryption.

® The English abbreviation is SWHE (Somewhat Homomorphic Encryption) or PHE (Partially
Homomorphic Encryption).[10-11]

In general, since any computation can be constructed by addition and multiplication, a cryptographic
algorithm can be said to satisfy total homomorphism if it satisfies both additive and multiplicative
homomorphism.

The mathematical definition of homomorphic encryption is:

E(m;)*E(ms) =E(m;* m,;) Ym; m, €M (1)

Where E is the encryption algorithm and M is the set of all possible information. If the encryption
algorithm E satisfies formula (1), then we say that E complies with homomorphic encryption in %.

The current homomorphic encryption algorithm mainly supports two kinds of homomorphism on the
operation: addition and multiplication.

It should be noted that the above formula (1) is only for us to understand the nature of homomorphic
encryption more clearly, and the actual homomorphic encryption algorithm may be somewhat
different. For example, the addition homomorphism of Paillier algorithm, then according to formula
(1), the sum of the ciphertext should be equal to the sum ciphertext, but the actual situation is that the
product of the ciphertext is equal to the sum ciphertext, so we generally only require that the ciphertext
result obtained is the same as our expected calculation. However, there are no specific requirements
on the ciphertext calculation (generally determined by the encryption algorithm).
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2.3. Homomorphic encryption combined with machine learning

In the traditional recommendation system, users need to upload browsing history and evaluation
information to achieve personalized recommendation, but these information are personal privacy data,
direct upload will bring great security risks. In a federated recommendation system, each user keeps
the data locally, uploading only specific model gradients[12]. Although this avoids direct disclosure
of private data, it still reveals gradient information to the cloud server. In this case, homomorphic
encryption must be used to protect the gradient uploaded by the user, that is, the user encrypts the
gradient information using the addition homomorphic encryption algorithm before uploading the
gradient, and then the cloud server aggregates (adds) the ciphertext gradient of all users, and then
returns the updated model to each user for decryption and completion of training and updating.

In addition to federation learning, another important application area of homomorphic encryption is
dense state computing.[13-15] Unlike federated learning, dense-state computing does not require
multiple parties to participate, but requires more complex calculations (more operators and more
computation) than federated learning. The homomorphic encryption algorithms used in of dense state
computation are mostly LHE and FHE. In fact, the original intention of full-homomorphic encryption
research is to achieve secure cloud computing, that is, users who have needs for cloud computing
power can encrypt all local data, and then upload it to the cloud, and then the cloud server can
complete the calculation according to the user's instructions, and the user's data will not be leaked to
the cloud during the whole process, so as to complete "absolutely safe" cloud computing services.

However, due to the low efficiency of FHE, the use of full-homomorphic encryption for cloud
computing is far from reaching the level of application[16-19]. Machine learning has a broad market
in cloud computing, and machine learning has two needs: training and reasoning. The training process
generally has more data and a large amount of computation, while the reasoning process has a
relatively small amount of data and a small amount of computation, so the current research mainly
focuses on the dense state of machine learning reasoning, and there are already fast schemes.

3. METHODOLOGY
3.1. Privacy-Preserving Federated Learning

In the scenario of federated learning, participants typically possess their own private data but are
reluctant to directly share raw data due to privacy and security concerns. Homomorphic encryption
technology provides robust privacy protection mechanisms for federated learning by encrypting data
before uploading it to the central server. Participants can encrypt their data using homomorphic
encryption algorithms on their local computing devices, eliminating the need to transmit raw data to
the central server[20-23]. Consequently, sensitive information remains protected throughout the data
transmission and storage processes. For example, in healthcare federated learning, hospitals can
encrypt patient data before uploading it to a cloud server for model training, ensuring patient privacy
without compromising data security. Therefore, homomorphic encryption effectively enhances data
privacy and security in the context of federated learning.

During the model update and aggregation process in federated learning, homomorphic encryption
plays a crucial role, particularly in protecting sensitive gradients. Participants encrypt model gradients
using homomorphic encryption algorithms on their local computing devices and then upload the
encrypted gradients to the central server for aggregation. Since homomorphic encryption allows
computations to be performed on ciphertext, the central server can aggregate gradients without
decrypting any participant data. This ensures data privacy and security during the model update
process because the central server cannot access or leak any participant's raw gradient information.
For instance, financial institutions can utilize homomorphic encryption to encrypt customer
transaction data, upload encrypted gradients to the central server for model updates, and enhance
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prediction models without disclosing customer transaction details. Therefore, homomorphic
encryption provides crucial privacy protection and security assurance for the model update and
aggregation process in federated learning.

3.2. Experimental design

The experiment aims to evaluate privacy-preserving techniques using publicly available datasets due
to the sensitive nature of electronic medical record (EMR) data. Two datasets were used for
experimentation:

1. The Pima dataset from the National Institute of Diabetes and Digestive and Kidney Diseases
contains features such as pregnancies, glucose concentration, blood pressure, insulin level, body mass
index (BMI), and age, which can be utilized to predict whether a patient has diabetes. This dataset
comprises over 700 samples with nine features.

2. The Heart Disease UCI dataset, jointly released by the Hungarian Institute of Cardiology, the
University Hospital Zurich, and the University Hospital Basel, consists of features like resting blood
pressure, fasting blood sugar, and maximum heart rate achieved. It includes over 300 samples with
14 features, which can be used to predict the presence of heart disease.

Based on this content analysis, the experiment aims to implement privacy-preserving techniques on
these datasets, such as homomorphic encryption or secure multi-party computation, to ensure patient
privacy while performing predictive analytics tasks. The goal is to demonstrate the feasibility and
effectiveness of these techniques in protecting sensitive medical data during analysis and model
training processes.

3.3. Experimental data and methods

The two data sets used in this paper all conform to the scenario of horizontal federation learning
training, that is, the feature space of the data set is the same and the sample space is different. The
experiment in this paper is to test the accuracy of the trained model under two scenarios of encrypted
federated learning and unencrypted federated learning. In order to ensure the uniqueness of
experimental environment variables, the client models of the two schemes are consistent. In the
experiment, Pima data set was divided into two parts, 538 data for training and 238 data for testing.
Similarly, this paper divides the heart disease data set into 190 training sets and 80 test sets in the
experiment shown in Figure 2.

Figure 2. Data encryption accuracy curve of two groups

It can be seen from the above test experiments on the development data to realize encryption, the
accuracy of the model trained by cryptographic federation learning is slightly lower than that of the
model without cryptographic training, but this is within the acceptable range of the experiment.
Because the client model parameter is a floating point number, and the encryption model parameter
requires the integer operation of the model parameter. Although the calculation loss is reduced as
much as possible in this paper, the accuracy of the trained model is still slightly decreased.
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4. CONCLUSION

The integration of homomorphic encryption with machine learning holds significant promise for
addressing privacy concerns in data analysis and model training processes. By encrypting data before
uploading it to the cloud, organizations can ensure data security while harnessing the power of
artificial intelligence and machine learning[24]. However, challenges persist in balancing privacy
protection with computational efficiency, particularly in scenarios involving secure multi-party
computing and outsourced machine learning. Despite these challenges, the combination of
homomorphic encryption and machine learning offers a viable solution for achieving network
security and protecting sensitive information in various applications such as cloud computing, data
sharing, and collaborative analysis.

Moreover, have demonstrated experiments demonstrate the feasibility and effectiveness of privacy-
preserving techniques, including homomorphic encryption and secure multi-party computation, in
safeguarding patient privacy during predictive analytics tasks[25]. While there may be slight
decreases in model accuracy due to encryption-related computational losses, these trade-offs are
acceptable within the context of preserving data privacy. Moving forward, further research and
advancements in homomorphic encryption algorithms and machine learning techniques are essential
to enhance the efficiency and scalability of privacy-preserving methodologies. By leveraging these
advancements, organizations can confidently adopt privacy-preserving technologies to safeguard
sensitive data and uphold privacy standards in the era of Al and ML-driven analytics.
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