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ABSTRACT  

This paper explores potential reinforcements of the RSA algorithm and examines several alternative 
public-key cryptosystems. Building on the mathematical foundation of integer factorization, RSA has 
been the cornerstone of secure digital communication, yet it faces vulnerabilities from parameter 
weaknesses and emerging quantum algorithms. To address efficiency and resilience, this study first 
analyzes multi-prime RSA, highlighting its advantages in decryption speed through the Chinese 
Remainder Theorem, while also noting its reduced security margins. In addition, the Goldwasser–
Micali cryptosystem is evaluated for its probabilistic encryption mechanism, which enhances 
semantic security by producing randomized ciphertexts. The LUC encryption scheme, based on 
Lucas sequences, is then discussed as a variant of RSA with potentially stronger resistance against 
certain attacks. Finally, an algebraic encryption method utilizing polynomial roots is introduced as an 
innovative approach, though its practical security remains uncertain. Collectively, these explorations 
illustrate the trade-offs between efficiency, ciphertext size, and security, and point toward future 
directions in strengthening public-key cryptography against advancing computational threats. 
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1. INTRODUCTION 

Cryptography is a science dealing with secure information storage and transmission. Essentially, it is 

studying the methods of how to transform plaintext into un-comprehensible ciphertext with specific 

algorithms, and the methods of how to decode the ciphertext back into plaintext. 

 

Figure 1. Basic Process of Encryption and Decryption in Cryptographic Systems 

The first encryption algorithm appeared over 4000 years ago in ancient Egypt [1]. Those early 
encryption methods are called classical cryptography, as they use paper and pens or minimal 

mechanical aids to operate. In the twentieth century, after the mechanical and electronic boom, cipher 
complexity increased tremendously, with the German Enigma machine being a prominent example. 

However, computing technology advancements in World War II demonstrated that even highly 
complex rotor ciphers could be broken after specific algorithms. Nowadays, computers open new 

possibilities for encryption, enabling mathematically based ciphers rather than mere letter substitution. 

Whitfield Diffie and Martin Hellman proposed the concept of public-key cryptography in 1976 [2], 
where encryption and decryption utilize different but mathematically connected keys. Based on that, 
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Ron Rivest, Adi Shamir, and Leonard Adleman created the RSA algorithm in 1978 [3]. By 
exchanging an encryption key (public key) and retaining the associated decryption key (private key), 
RSA facilitated secure digital communication without pre-exchange of a secret key. Despite its 

revolutionary impact, RSA is not invulnerable. Poor parameter choices, such as small private 

exponents 𝑑 , can lead to low-exponent attacks [4]. RSA security in the future is under attack from 

quantum computers [5], which can factor large numbers efficiently. 

In the following chapter, we will explore techniques for reinforcing the RSA encryption, as well as 

other encryption methods. 

2. THE RSA ENCRYPTION 

RSA encryption, introduced by Rivest, Shamir, and Adleman in 1977, is one of the most widely used 
public-key cryptosystems. It is grounded in the computational difficulty of factoring large integers. 

The RSA scheme involves two keys: a public key for encryption and a private key for decryption. 

The modulus 𝑁 is formed by multiplying two large, distinct primes 𝑝 and 𝑞, i.e., 

 
𝑁 = 𝑝𝑞 

 

The security and correctness of RSA rely on Euler’s theorem, which states that for any integer 𝑎 

such that gcd(𝑎,𝑛) = 1: 

𝑎𝜙(𝑛) ≡ 1 ( mod 𝑛) 
 

Where 𝜙(𝑛)  is Euler’s totient function. In the RSA setup, 𝜙(𝑁) = (𝑝 − 1)(𝑞 − 1) . A public 

exponent 𝑒 is selected such that 1 < 𝑒 < 𝜙(𝑁) and gcd(𝑒, 𝜙(𝑁)) = 1. The private key 𝑑 is the 

modular inverse of 𝑒 modulo 𝜙(𝑁): 

𝑒𝑑 ≡ 1 ( mod 𝜙(𝑁)) 

2.1. Euler’s Theorem 

Claim: For any integer 𝑎 such that gcd(𝑎, 𝑛) = 1, 

 

𝑎𝜙(𝑛) ≡ 1 ( mod 𝑛) 
Proof: 

Let 𝑛 be a positive integer, and let 𝑎 ∈ ℤ𝑛 with gcd(𝑎,𝑛) = 1. Let ℤ𝑛
∗ = {𝑥 ∈ ℤ𝑛 ∣ gcd(𝑥, 𝑛) = 1} 

be the reduced residue system modulo 𝑛, containing 𝜙(𝑛) elements. 

Consider: 

𝑆 = {𝑥1,𝑥2, … , 𝑥𝜙(𝑛)} 
 

Multiplying each element of 𝑆 by a modulo 𝑛: 

 

𝑎𝑆 = {𝑎𝑥1 mod 𝑛, 𝑎𝑥2 mod 𝑛, … , 𝑎𝑥𝜙(𝑛) mod 𝑛} 

 

Since multiplication by 𝑎 permutes 𝑆 (as gcd(𝑎, 𝑛) = 1 preserves coprimality), the products are 

congruent: 
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∏(𝑎𝑥𝑖)

𝜙(𝑛)

𝑖=1

≡ 𝑎𝜙(𝑛) ∏𝑥𝑖

𝜙(𝑛)

𝑖=1

≡ ∏𝑥𝑖

𝜙(𝑛)

𝑖=1

 ( mod 𝑛) 

 

Since gcd(∏𝑥𝑖 ,𝑛) = 1 (all 𝑥𝑖 coprime to 𝑛), we have 

 

𝑎𝜙(𝑛) ≡ 1 ( mod 𝑛) 
 

This ensures RSA decryption correctness: 

 
𝑚𝑒𝑑 ≡ 𝑚 ( mod 𝑁),  ∀𝑚 ∈ ℤ𝑁 

2.2. Example 

Let 𝑝 = 61,𝑞 = 53 , so 𝑁 = 3233  and 𝜙(𝑁) = 3120 . Choose 𝑒 = 17 , satisfying 
gcd(17,3120) = 

The private key is 𝑑 = 2753, verified by: 

 

17 × 2753 = 46,801 = 15 × 3120 + 1 ≡ 1 ( mod 3120). 
 

Encryption for 𝑚 = 65: 

𝑐 = 6517 mod 3233 = 2790 

Decryption: 

𝑚 = 27902753  mod 3233 = 65 

3. RSA ENCRYPTION WITH MORE THAN 2 PRIMES 

Multi-prime RSA extends classical RSA by using 𝑟 ≥ 3 distinct primes [6] 𝑝1, … , 𝑝𝑟 for modulus 
𝑁 = ∏𝑝𝑖. This design improves decryption efficiency via the Chinese Remainder Theorem (CRT), 

enabling parallel computations on smaller moduli. 

When primes are balanced (𝑝𝑖 ≈ 𝑁1/𝑟), decryption complexity reduces significantly [7]: 

 

𝒪 (
3

2𝑟3
(log𝑁)3) 

 

Benefiting resource-constrained devices like smart cards. 

3.1. Key Generation and Structure 

(1) Select 𝑟 ≥ 3 distinct primes 𝑝1 , … , 𝑝𝑟, compute 𝑁 = ∏𝑝𝑖 

(2) Compute 𝜙(𝑁) = ∏(𝑝𝑖 −1) 

(3) Choose 𝑒 with gcd(𝑒, 𝜙(𝑁)) = 1 

(4) Compute 𝑑 ≡ 𝑒−1( mod 𝜙(𝑁)) 

Encryption/decryption remains: 

𝑐 = 𝑚𝑒 mod 𝑁,  𝑚 = 𝑐𝑑 mod 𝑁 
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3.2. Security Implications 

While improving efficiency, multi-prime RSA reduces prime sizes, increasing vulnerability to 

factoring attacks like ECM. 

Table 1. Maximum Safe Number of Primes for Different Modulus Sizes 

Modulus Size (bits) Max Safe Number of Primes 

1024 3 

2048 4 

4096 5 

 

Note: Values assume balanced primes and resistance to ECM attacks 

Wiener-type attack bounds weaken [8] to 𝑑 < 𝑁1/(2𝑟) , and lattice attacks strengthen with partial key 

exposure. Implementers must balance speed against security. 

Multi-prime RSA significantly accelerates decryption via CRT parallelization. However, designers 

must: 

(1) Adhere to Figure 1 prime counts 

(2) Ensure 𝑑 > 𝑁1/(2𝑟)  

(3) Maintain 𝑝𝑖 ∈ [0.5𝑁
1/𝑟 , 2𝑁1/𝑟] 

These measures preserve security while leveraging efficiency gains. 

3.3. Example 

Using primes 𝑝1 = 101, 𝑝2 = 103, 𝑝3 = 107: 

 
𝑁 = 101 × 103 × 107 = 1,111,321 

 

𝜙(𝑁) = 100 × 102 × 106 = 1,081,200 
 

𝑒 = 7 (gcd(7,1,081,200) = 1) 
 

𝑑 = 7−1 mod 1,081,200 = 463,371 
 

𝑐 = 1007 mod 1,111,321 = 1,000,000 
 

𝑚 dec = 1,000, 000463,371  mod 1,111,321 = 100 

 

This demonstrates multi-prime RSA’s functional equivalence with improved efficiency. 

4. GOLDWASSER-MICALI CRYPTOSYSTEM 

The Goldwasser-Micali cryptosystem was introduced by Shafi Goldwasser and Silvio Micali in 1982. 
Different from the RSA, it introduces randomness to each encryption operation. Encrypting a bit 

twice yields distinct and independent ciphertexts. Its security relies on the difficulty of the quadratic 
residuosity problem modulo a chosen composite number (also a product of two primes), where it is 
hard to distinguish random quadratic residues from non-residues without knowing the chosen 

composite number. 



 

44 

4.1. Quadratic Residue 

For a prime number 𝑝, if there exists 𝑦 such that 

 
𝑦2 ≡ 𝑎 ( mod 𝑝) 

 

We call 𝑎 a quadratic residue  mod 𝑝. 

The Legendre symbol: 

(
𝑎

𝑝
) = {

0,   if 𝑝 ∣ 𝑎
1,   if 𝑎 is a quadratic residue mod 𝑝

−1,   if 𝑎 is not a quadratic residue mod 

 

 

Claim (Euler’s criterion): 

(
𝑎

𝑝
) ≡ 𝑎

𝑝−1
2  ( mod 𝑝) 

Proof: 

When 𝑝 ∣ 𝑎 the problem is trivial. We consider the other two cases. 

By Fermat’s little theorem, 

𝑎𝑝−1 ≡ 1 ( mod 𝑝) 
 

Suppose 𝑎
𝑝−1

2 ≡ 𝑥( mod 𝑝) . Note that 𝑥2 ≡ 1( mod 𝑝) ⇒ 𝑥2 −1 ≡ 0( mod 𝑝) ⇒ (𝑥 + 1)(𝑥 −

1) ≡ 0( mod 𝑝) ⇒ 𝑥 ≡ 1( mod 𝑝) or 𝑥 ≡ −1( mod 𝑝) 

(i) 𝑎 is a quadratic residue  mod 𝑝 ⇒ 𝑎
𝑝−1

2 ≡ 1( mod 𝑝) 

Since 𝑎 is a quadratic residue, there exists 𝑥 such that 

 

𝑥2 ≡ 𝑎 ( mod 𝑝) ⇒ 𝑎
𝑝−1
2 ≡ (𝑥2)

𝑝−1
2 ≡ 𝑥𝑝−1 ≡ 1 ( mod 𝑝) 

 

Where 𝑥𝑝−1 ≡ 1( mod 𝑝) by Fermat’s little theorem. 

(ii) 𝑎 is a quadratic residue  mod 𝑝 ⇐ 𝑎
𝑝−1

2 ≡ 1( mod 𝑝)  

Consider a primitive root 𝑘 mod 𝑝 and 0 ≤ 𝑖 < 𝑗 ≤ 𝑝 − 2. Since 𝑘 is a primitive root, we have 
𝑘𝑝−1 ≡ 1( mod 𝑝) and 𝑘𝑟 ≢ 1( mod 𝑝) for 𝑟 < 𝑝 − 1. If 𝑘 𝑖 ≡ 𝑘𝑗( mod 𝑝), we have 𝑘𝑗−𝑖 ≡ 1 

(mod 𝑝) where 𝑗 − 𝑖 < 𝑝− 1 giving a contradiction. Thus, for any 0 ≤ 𝑖 < 𝑗 ≤ 𝑝− 2, 𝑘 𝑖 ≢ 𝑘𝑗  
( mod 𝑝). Thus {𝑘0, 𝑘1, ⋯𝑘𝑝−2} forms a reduced residue system  mod 𝑝. Thus, there exits 𝑡 such 

that 𝑘𝑡 ≡ 𝑎( mod 𝑝). 

 

𝑎
𝑝−1
2 ≡ 1 ( mod 𝑝) ⇒ (𝑘𝑡)

𝑝−1
2 ≡ 1 ( mod 𝑝) ⇒ 𝑘

𝑡
2
⋅(𝑝−1) ≡ 1 ( mod 𝑝) 

 

Since 𝑘 is a primitive root, we have 𝑝 − 1 ∣
𝑡

2
⋅ (𝑝 − 1) ⇒

𝑡

2
 is an integer. Thus, 𝑎 ≡ 𝑘𝑡 ≡ (𝑘

𝑡

2)
2

 

( mod 𝑝) indicating 𝑎 is a quadratic residue. 

Thus, 𝑎 is a quadratic residue  mod 𝑝 ⇔ 𝑎
𝑝−1

2 ≡ 1( mod 𝑝) and 𝑎
𝑝−1

2 ≡ ±1( mod 𝑝), so 𝑎 is a 

not quadratic residue mod 𝑝 ⇔ 𝑎
𝑝−1

2 ≡ −1( mod 𝑝) and so the statement is proven. 
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The Jacobi symbol: 

(
𝑎

𝑚
) = (

𝑎

𝑝1
) (

𝑎

𝑝2
)⋯(

𝑎

𝑝𝑘
) 

 

Where (𝑎,𝑚) = 1 and 𝑚 = 𝑝1𝑝2⋯𝑝𝑘 , 𝑝𝑖 ≠ 2. 

For both Legendre symbol and Jacobi symbol, we have 

(1) (
𝑥

𝑚
) = (

𝑦

𝑚
) if 𝑥 ≡ 𝑦( mod 𝑚) 

(2) (
𝑥1𝑥2⋯𝑥𝑛

𝑚
) = (

𝑥1

𝑚
)(

𝑥2

𝑚
)⋯(

𝑥𝑛

𝑚
) 

4.2. Encryption and Decryption Process 

Pick two large primes 𝑝 and 𝑞 and compute 𝑁 = 𝑝𝑞. Find a number 𝑥 such that 

 

(
𝑥

𝑁
) = 1  and   (

𝑥

𝑝
) = (

𝑥

𝑞
) = −1 

 

In other words 𝑥 is not a quadratic residue both  mod 𝑝 and  mod 𝑞. Then transfer the plaintext  

into binary numbers. 

For any 𝑏𝑖 ∈ {0,1}, if 𝑏𝑖 = 0, pick a random 𝑘 ∈ ℤ𝑁
∗  and the ciphertext 𝑐𝑖 = 𝑘2( mod 𝑁), if 𝑏𝑖 =

1, pick a random 𝑘 ∈ ℤ𝑁
∗  and the ciphertext 𝑐𝑖 = 𝑥 ⋅ 𝑘2( mod 𝑁) 

The decryption process is to compute (
𝑐𝑖

𝑝
) and (

𝑐𝑖

𝑞
) respectively. If (

𝑐𝑖

𝑝
) = (

𝑐𝑖

𝑞
) = 1, output 𝑏𝑖 = 0, 

otherwise 𝑏𝑖 = 1. 

4.3. Example and Evaluation 

Label the letters a to z from 1 to 26. We encrypt the word mathematics. Pick 𝑝 = 5 and 𝑞 = 7, so 

𝑁 = 35. Note that (
17

35
) = 1 and (

17

5
) = (

17

7
) = −1, so let 𝑥 = 17. (For convenience here ignore 

the leading zeros) 

m→ 13 → 1101 
 

 a → 1 → 1 

 
t → 20 → 10100 

 
h → 8 → 1000 

 
 e → 5 → 101 

 
m→ 13 → 1101 

 
 a → 1 → 1 

 

t → 20 → 10100 
 

i → 9 → 1001 
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 c → 3 → 11 

 
s → 19 → 10011 

 

To encrypt m, pick four random 𝑘 as {2,3,4,6}, then the ciphertext is {17 ⋅ 22, 17 ⋅ 32, 42, 17 ⋅ 
62} ⇒ {33,13,16,17}. It is also possible to pick four random 𝑘 as {27,29,31,32}, then the ciphertext  

is {17 ⋅ 272, 17 ⋅ 292, 312, 17 ⋅ 322} ⇒ {3,17,16,13}. Repeat this method and so the ciphertext for 

mathematics is 

m → 33,13,16,17 
 

 a → 

 
t → 12,16,33,29,11 

 
h → 13,9,11,29 

 

e → 33,16,12 
 

m→ 3,17,16,13 
 

 a → 33 

 
t → 17,4,13,16,1 

 
i → 3,11,16,33 

 
 c → 3,12 

 

s → 13,9,11,3,33 

For decryption, 

(
33

5
) ≡ 33

5−1
2 ≡ −1 ( mod 5) (

33

7
) ≡ 33

7−1
2 ≡ −1 ( mod 7) 

 

33 → 1 
 

(
13

5
) ≡ 13

5−1
2 ≡ −1 ( mod 5) (

13

7
) ≡ 13

7−1
2 ≡ −1 ( mod 7) 

 

13 → 1 
 

(
16

5
) ≡ 16

5−1
2 ≡ 1 ( mod 5) (

16

7
) ≡ 16

7−1
2 ≡ 1 ( mod 7) 

 
16 → 0 

 

(
17

5
) ≡ 17

5−1
2 ≡ −1 ( mod 5) (

17

7
) ≡ 17

7−1
2 ≡ −1 ( mod 7) 

 
17 → 1 
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Thus {33,13, 16, 17} → 1101 → 13 → m. 

The Goldwasser-Micali encryption’s strength lies in its random nature, where encrypting the same 

plaintext can yield completely different ciphertexts. This can avoid attackers recover plaintext by 
focusing on repeated letters. The RSA encryption, for example, can be potentially broken down by 

collecting highly repeated numbers and assume them to be some statistically most commonly used 
letters in Endlish vocabulary. The Goldwasser-Micali encryption’s security is based on the quadratic 
residuo problem. However, the privacy of the Goldwasser-Micali encryption totally rely on the 

factorization of N , making it vulnerable against computers and algorithms that can break down large 

composites efficiently. 

5. THE LUC ENCRYPTION 

LUC was introduced by Peter Smith and Chris Skinner in 1994 [9]. It is a public-key system in which 
the exponentiation step of RSA is replaced by terms of a Lucas sequence. The Lucas sequence is a 
generalization of the Fibonacci sequence. In LUC encryption system, the encryption process is to 

compute a specific sequence term modulo the product of two large primes, and the decryption process 
uses a complementary sequence term chosen so that the two operations undo each other. For some 

known attacks, it can be proven that LUC is more secure than RSA in some cases [10]. 

5.1. The Lucas Sequence 

For two fixed parameters 𝑃, 𝑄 ∈ ℤ, the Lucas sequence 𝑈𝑛(𝑃, 𝑄) and 𝑉𝑛(𝑃,𝑄) are defined as: 

 

{

𝑈0(𝑃, 𝑄) = 0

𝑈1(𝑃, 𝑄) = 1

𝑈𝑛+2(𝑃, 𝑄) = 𝑃 ⋅ 𝑈𝑛+1(𝑃, 𝑄) − 𝑄 ⋅ 𝑈𝑛(𝑃, 𝑄)
 

 

{

𝑉0(𝑃, 𝑄) = 2

𝑉1(𝑃, 𝑄) = 𝑃

𝑉𝑛+2(𝑃, 𝑄) = 𝑃 ⋅ 𝑉𝑛+1(𝑃, 𝑄) − 𝑄 ⋅ 𝑉𝑛(𝑃, 𝑄)
 

 

Claim: Let 𝑓(𝑥) = 𝑥2 −𝑃𝑥 +𝑄, and 𝛼 and 𝛽 are roots for 𝑓(𝑥) = 0. 

 

𝑈𝑛(𝑃, 𝑄) =
𝛼𝑛 − 𝛽𝑛

𝛼 − 𝛽
 𝑉𝑛(𝑃, 𝑄) = 𝛼𝑛 + 𝛽𝑛 

Proof: 

𝑋𝑛+2(𝑃,𝑄) − 𝑘𝑋𝑛+1(𝑃, 𝑄) = (𝑃 − 𝑘) (𝑋𝑛+1(𝑃,𝑄) −
𝑄

𝑃 − 𝑘
⋅ 𝑋𝑛(𝑃,𝑄)) 

 

Let 𝑘 =
𝑄

𝑃−𝑘
, we have 𝑘2 −𝑃𝑘 +𝑄 = 0 ⇒ 𝑘 = 𝛼. By Vieta theorem, 𝑃 − 𝛼 = 𝛽. Thus, 

 

𝑋𝑛+2(𝑃, 𝑄) − 𝛼𝑋𝑛+1(𝑃, 𝑄) = 𝛽(𝑋𝑛+1(𝑃, 𝑄) − 𝛼 ⋅ 𝑋𝑛(𝑃,𝑄)) 

 

⇒ 𝑋𝑛(𝑃,𝑄) − 𝛼𝑋𝑛−1(𝑃, 𝑄) = 𝛽𝑛−1(𝑋1(𝑃, 𝑄) − 𝛼 ⋅ 𝑋0(𝑃, 𝑄)) 

Let 𝑀 =
𝑋1(𝑃,𝑄)−𝛼⋅𝑋0(𝑃,𝑄)

𝛼−𝛽
, which is a constant. 
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⇒ 𝑋𝑛(𝑃,𝑄) +𝑀 ⋅ 𝛽𝑛 = 𝛼(𝑋𝑛−1(𝑃, 𝑄) + 𝑀 ⋅ 𝛽𝑛−1) 
 

⇒ 𝑋𝑛(𝑃, 𝑄) + 𝑀 ⋅ 𝛽𝑛 = 𝛼𝑛−1(𝑋1(𝑃,𝑄) +𝑀 ⋅ 𝛽1) 
 

 For 𝑈𝑛(𝑃, 𝑄),𝑀 =
𝑈1(𝑃, 𝑄) − 𝛼 ⋅ 𝑈0(𝑃, 𝑄)

𝛼 − 𝛽
=

1

𝛼 − 𝛽
 

 

⇒ 𝑈𝑛(𝑃, 𝑄) +
1

𝛼 − 𝛽
⋅ 𝛽𝑛 = 𝛼𝑛−1 (1 +

1

𝛼 − 𝛽
⋅ 𝛽) 

 

⇒ 𝑈𝑛(𝑃, 𝑄) =
𝛼𝑛 −𝛽𝑛

𝛼 − 𝛽
 

 

For 𝑉𝑛(𝑃,𝑄),𝑀 =
𝑉1(𝑃,𝑄)−𝛼⋅𝑉0 (𝑃,𝑄)

𝛼−𝛽
=

𝑃−2𝛼

𝛼−𝛽
= −1 

 
⇒ 𝑉𝑛(𝑃, 𝑄) − 𝛽𝑛 = 𝛼𝑛−1(𝑃 − 𝛽) 

 
⇒ 𝑉𝑛(𝑃, 𝑄) = 𝛼𝑛 +𝛽𝑛  

Claim: 

𝑈𝑚+𝑛(𝑃, 𝑄) = 𝑈𝑚(𝑃, 𝑄)𝑉𝑛(𝑃,𝑄) − 𝑄𝑛𝑈𝑚−𝑛(𝑃, 𝑄) 
 

𝑉𝑚+𝑛(𝑃, 𝑄) = 𝑉𝑚(𝑃, 𝑄)𝑉𝑛(𝑃,𝑄) − 𝑄𝑛𝑉𝑚−𝑛(𝑃, 𝑄) 
Proof: 

𝑈𝑚+𝑛(𝑃, 𝑄) =
𝛼𝑚+𝑛 −𝛽𝑚+𝑛

𝛼 −𝛽
 

 

𝑈𝑚(𝑃, 𝑄)𝑉𝑛(𝑃,𝑄) −𝑄𝑛𝑈𝑚−𝑛(𝑃, 𝑄) =
𝛼𝑚 − 𝛽𝑚

𝛼 − 𝛽
⋅ (𝛼𝑛 +𝛽𝑛) − (𝛼𝛽)𝑛

(𝛼𝑚−𝑛 − 𝛽𝑚−𝑛)

𝛼 − 𝛽
 

 

=
𝛼𝑚+𝑛 −𝛽𝑚+𝑛 − 𝛼𝑛𝛽𝑚 +𝛼𝑚𝛽𝑛

𝛼 − 𝛽
−
𝛼𝑚𝛽𝑛 − 𝛼𝑛𝛽𝑚

𝛼 − 𝛽
 

 

=
𝛼𝑚+𝑛 −𝛽𝑚+𝑛

𝛼 − 𝛽
 

 

𝑉𝑚+𝑛(𝑃, 𝑄) = 𝛼𝑚+𝑛 +𝛽𝑚+𝑛 
 

𝑉𝑚(𝑃, 𝑄)𝑉𝑛(𝑃,𝑄) − 𝑄𝑛𝑉𝑚−𝑛(𝑃, 𝑄) = (𝛼𝑚 +𝛽𝑚)(𝛼𝑛 + 𝛽𝑛) − (𝛼𝛽)𝑛(𝛼𝑚−𝑛 +𝛽𝑚−𝑛) 
 

𝛼𝑚+𝑛 +𝛽𝑚+𝑛 + 𝛼𝑛𝛽𝑚 +𝛼𝑚𝛽𝑛 −𝛼𝑚𝛽𝑛 − 𝛼𝑛𝛽𝑚  
 

= 𝛼𝑚+𝑛 +𝛽𝑚+𝑛  

Claim: 

𝑈𝑛(𝑃 mod 𝑁, 𝑄 mod 𝑁) ≡ 𝑈𝑛(𝑃, 𝑄) ( mod 𝑁) 
𝑉𝑛(𝑃 mod 𝑁, 𝑄 mod 𝑁) ≡ 𝑉𝑛(𝑃,𝑄) ( mod 𝑁) 

Proof: 
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When 𝑛 = 0,1, the statement is true. Assume that the statement is true for 𝑛 = 𝑘 and 𝑛 = 𝑘 + 1, 

consider 𝑛 = 𝑘 + 2. 

𝑈𝑘+2(𝑃 mod 𝑁, 𝑄 mod 𝑁) 
 

≡ (𝑃 mod 𝑁)𝑈𝑘+1(𝑃 mod 𝑁, 𝑄 mod 𝑁) − (𝑄 mod 𝑁)𝑈𝑘(𝑃 mod 𝑁, 𝑄 mod 𝑁) ( mod 𝑁) 
 

≡ 𝑃 ⋅ 𝑈𝑘+1(𝑃, 𝑄) − 𝑄 ⋅ 𝑈𝑘(𝑃, 𝑄) ( mod 𝑁) 
 

≡ 𝑈𝑘+2(𝑃, 𝑄) 
 

By mathematical induction, the statement is true for all non-negative integers 𝑛. The case for 

𝑉𝑛(𝑃,𝑄) is identical. 

Claim: 

𝑉𝑚𝑛(𝑃, 𝑄) = 𝑉𝑚(𝑉𝑛(𝑃,𝑄), 𝑄
𝑛) 

Proof: 

𝑉𝑚𝑛(𝑃, 𝑄) = 𝛼𝑚𝑛 +𝛽𝑚𝑛  
 

𝑉𝑚(𝑉𝑛(𝑃,𝑄), 𝑄
𝑛) = 𝑉𝑚(𝛼

𝑛 + 𝛽𝑛, (𝛼𝛽)𝑛) = 𝛼0
𝑚 + 𝛽0

𝑚 
 

Where 𝛼0 and 𝛽0 are roots for 𝑥2 − (𝛼𝑛 + 𝛽𝑛)𝑥 + (𝛼𝛽)𝑛 = 0. 

 
(𝑥 − 𝛼𝑛)(𝑥 − 𝛽𝑛) = 0 ⇒ 𝛼0 = 𝛼𝑛 , 𝛽0 = 𝛽𝑛 

 
𝑉𝑚(𝑉𝑛(𝑃, 𝑄),𝑄

𝑛) = 𝑉𝑚(𝛼
𝑛 +𝛽𝑛 , (𝛼𝛽)𝑛) = 𝛼𝑚𝑛 + 𝛽𝑚𝑛  

Claim: 

2𝑄𝑛𝑉𝑚−𝑛(𝑃, 𝑄) = 𝑉𝑚(𝑃, 𝑄)𝑉𝑛(𝑃,𝑄) − (𝛼 − 𝛽)2𝑈𝑚(𝑃, 𝑄)𝑈𝑛(𝑃, 𝑄) 
Proof: 

2𝑄𝑛𝑉𝑚−𝑛(𝑃,𝑄) = 2(𝛼𝛽)𝑛(𝛼𝑚−𝑛 + 𝛽𝑚−𝑛) = 2𝛼𝑚𝛽𝑛 + 2𝛼𝑛𝛽𝑚  
 

𝑉𝑚(𝑃, 𝑄)𝑉𝑛(𝑃,𝑄) − (𝛼 − 𝛽)2𝑈𝑚(𝑃, 𝑄)𝑈𝑛(𝑃,𝑄) 
 

= (𝛼𝑚 +𝛽𝑚)(𝛼𝑛 + 𝛽𝑛) − (𝛼 − 𝛽)2 ⋅
𝛼𝑚 −𝛽𝑚

𝛼 − 𝛽
⋅
𝛼𝑛 −𝛽𝑛

𝛼 − 𝛽
 

 
= 𝛼𝑚+𝑛 +𝛽𝑚+𝑛 + 𝛼𝑚𝛽𝑛 +𝛼𝑛𝛽𝑚 − (𝛼𝑚+𝑛 + 𝛽𝑚+𝑛 −𝛼𝑚𝛽𝑛 − 𝛼𝑛𝛽𝑚) 

 

= 2𝛼𝑚𝛽𝑛 + 2𝛼𝑛𝛽𝑚  
 

Theorem [11]: If 𝑝 is an odd prime that does not divide 𝛼𝛽 or 𝛼 − 𝛽, then 

 
𝑈
𝑘(𝑝−(

𝐷
𝑝
))
(𝑃, 𝑄) ≡ 0 ( mod 𝑝)

 

𝑉
𝑘(𝑝−(

𝐷
𝑝
))
(𝑃, 𝑄) ≡ 2𝑄

𝑘(1−(
𝐷
𝑝
))

2  ( mod 𝑝) 
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Where (
𝐷

𝑝
) is the Legendre symbol. 

5.2. Encryption and Decryption Process 

Pick two large primes 𝑝 and 𝑞 and compute 𝑁 = 𝑝𝑞. Find a number 𝑟 ∈ ℤ𝑁 such that 𝑟 is co-

prime to (𝑝 − 1)(𝑝 + 1)(𝑞 − 1)(𝑞+ 1). 

For plaintext 𝑏𝑖 ∈ ℤ𝑁, the ciphertext is 𝑐𝑖 = 𝑉𝑟(𝑏𝑖 ,1) mod 𝑁 

For the decryption process, let 𝑀 = lcm (𝑝 − (
𝑐𝑖
2−4

𝑝
) , 𝑞 − (

𝑐𝑖
2−4

𝑞
)) and 𝑟𝑠 ≡ 1( mod 𝑀). 

Then the plaintext can be recovered by 𝑏𝑖 = 𝑉𝑠(𝑐𝑖 ,1) mod 𝑁 . Utilizing the claims and theorem 

presented in 4.1, the decryption process can be explained as: 

 

𝑉𝑠(𝑐𝑖 ,1) = 𝑉𝑠(𝑉𝑟(𝑏𝑖 , 1),1) 
 

= 𝑉𝑠𝑟(𝑏𝑖 , 1) 
 

= 𝑉𝑘𝑀+1(𝑏𝑖 , 1) 
 

= 𝑉𝑘𝑀(𝑏𝑖 ,1)𝑉1(𝑏𝑖 , 1) − 𝑉𝑘𝑀−1(𝑏𝑖 , 1) 
 

= 𝑏𝑖𝑉𝑘𝑀(𝑏𝑖 ,1) −
1

2
(𝑉𝑘𝑀(𝑏𝑖 , 1)𝑉1(𝑏𝑖 , 1) − (𝛼 − 𝛽)2𝑈𝑘𝑀(𝑏𝑖 , 1)𝑈1(𝑏𝑖 , 1)) 

 

= 2𝑏𝑖 −
1

2
(2𝑏𝑖 −0) mod 𝑁 

 
= 𝑏𝑖 

5.3. Example and Evaluation 

Label the letters a to z from 1 to 26. We encrypt the word math. Pick 𝑝 = 17 and 𝑞 = 23, so 

𝑁 = 391. Let 𝑟 = 5, a quick check shows 5 is co-prime to (17 − 1)(17+ 1)(23− 1)(23 + 1). 

 
m→ 13 → 𝑉5(13,1) = 262 mod 391 

 
 a → 1 → 𝑉5(1,1) = 1 mod 391 

 

t → 20 → 𝑉5(20,1) = 38 mod 391 
 

h → 8 → 𝑉5(8,1) = 141 mod 391 
 

So the ciphertext for math is {262,1,38,141}. 

For decryption, 

𝑀 = lcm (17 − (
2622 −4

17
) , 23 − (

2622 − 4

23
)) = 198 

 
5𝑠 ≡ 1 ( mod 198) ⇒ 𝑠 = 119 
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𝑉119 (262,1) = 13 mod 391 

 
262 → 13 →𝐦 

 

𝑀 = lcm(17− (
12 − 4

17
), 23 − (

12 − 4

23
)) = 72 

 
5𝑠 ≡ 1 ( mod 72) ⇒ 𝑠 = 29 

 

𝑉29(1,1) = 1 mod 391 

 

1 → 1 → 𝐚 

 

𝑀 = lcm(17 − (
382 − 4

17
), 23 − (

382 −4

23
)) = 72 

 

5𝑠 ≡ 1 ( mod 72) ⇒ 𝑠 = 29 
 

𝑉29(38,1) = 20 mod 391 
 

38 → 20 → 𝐭 
 

𝑀 = lcm(17 − (
1412 − 4

17
), 23 − (

1412 −4

23
)) = 48 

 
5𝑠 ≡ 1 ( mod 48) ⇒ 𝑠 = 29 

 
𝑉29(141,1) = 8 mod 391 

 
141 → 8 → 𝐡 

 

The python code below can be used to calculate Lucas sequence efficiently. 

 

def lucas_v(n, P, Q, mod): 

V0, V1 = 2 % mod, P % mod 

        if n == 0: 

                return VO 

        elif n == 1: 

                return V1 

        for _ in range (2, n + 1): 

𝑉𝑛 = (𝑃 ⋆ 𝑉1 − 𝑄 ⋆ 𝑉0)%𝑚𝑜𝑑 

V0, V1 = V1, Vn 
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        return Vn 

 

n = 

P = 

Q = 

mod = 

 

result = lucas_v(n, P, Q, mod) 

print(f"V_{n}({P},{Q}) mod {mod} = {result}") 

 

As shown, the encryption and decryption of the LUC system is more complicated then the RSA. It is 
believed that LUC requires more computation than RSA [12]. Moreover, the LUC system restricted 

𝑄 = 1, indicating it is not utilizing full potential of the Lucas sequence. It is possible to give 𝑄 other 

values and so construct a more complicated encryption system than LUC. 

6. AN ALGEBRAIC ENCRYPTION METHOD 

The is an innovative and interesting encryption algorithm that utilizes basic principles of roots of 

polynomials and calculus. The encryption method is described as below: 

For plaintext 𝑏1𝑏2⋯𝑏𝑛 , divide it into non-decreasing sub-sequences. For each sub-sequence 
𝑏𝑖𝑏𝑖+1⋯𝑏𝑗, generate random odd primes 𝑝𝑖𝑝𝑖+1⋯𝑝𝑗, where 𝑏𝑚 ≠ 𝑞𝑛 for any 𝑚, 𝑛. Then define 

 

𝑓(𝑥) =∏(𝑥 − 𝑏𝑘)
𝑝𝑘

𝑗

𝑘=𝑖

∏(𝑥− 𝑝𝑘)
𝑏𝑘

𝑗

𝑙=𝑖

 

 

𝑔(𝑥) = ∫𝑓(𝑥)d𝑥 

 

The ciphertext is all roots for 𝑔(𝑥) = 0, regardless of order. For decryption, 𝑔(𝑥) can be recovered  

by its roots and so recover 𝑓(𝑥). The strength of this encryption algorithm rely on difficulty of 

factorizing 𝑓(𝑥) without knowing the sequence of odd primes 𝑝𝑖𝑝𝑖+1⋯𝑝𝑗, as well as distinguishing 

the correct roots that are the plaintext wanted. 

We encrypt the word REZHI as an example. Label the letters a to z from 1 to 26. 

 
R → 18 

 
E → 5 

 

Z → 26 
 

H → 8 
 

I → 9 
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{18,5,26,8,9} → {18},{5,26}, {8,9} 
 

Generate primes {7}, {11,13}, {17,19} 

 
𝑓1(𝑥) = (𝑥 − 18)7(𝑥 − 7)18 

 
𝑓2(𝑥) = (𝑥 − 5)11(𝑥 − 11)5(𝑥 − 26)13(𝑥 − 13)26 

 
𝑓3(𝑥) = (𝑥 − 8)17(𝑥 − 17)8(𝑥 − 9)19(𝑥− 19)9 

 

Below is the python code that gives the ciphertext when input the sub-sequence and odd primes. 

 

import numpy as np 

        def encrypt_subsequence(subsequence, primes): 

        assert len (subsequence) == len (primes), "" 

        f = np.poly1d([1]) 

        for b_r, p_r in zip(subsequence, primes): 

#(x - b_r)p̂_r 

term1 = np.poly1d([1, -b_r]) ** p_r 

#(x - p_r) b̂_r 

term2 = np.poly1d([1, -p_r]) ** b_r 

f = np.polymul(f, np.polymul(term1, term2)) 

g =     f.integ(     ) 

        roots =     g.r 

return roots 

                if __name__ == ’__main_’: 

subsec = [] 

primes = [] 

roots = encrypt_subsequence(subseq, primes) 

print ("Ciphertext roots for given subsequence: ") 

for r in roots: 

print(r) 

 

For {18} and {7}, the ciphertext is 

(51.22065882518969± 8.267524281832303𝑗)(43.771756577556026
± 22.969688916092736𝑗) 

(30.62536090555549± 32.59636684734452𝑗)(14.90522578376057
± 35.07510280622937𝑗) 

(0.4588921822106251± 29.972396094144536𝑗)(−8.771451563943296
± 18.530107403302054𝑗) 
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(−3.051457725980207+ 0𝑗)(1.2104112408800058
± 0.3051913383044657𝑗)(0.9208118768458669± 0.8456046538239602𝑗) 

(0.40543125606442154 ± 1.177394250122765𝑗)(−0.2566602771348726
± 1.056250777595812𝑗) 

(−0.8610529967776561± 0.8912518299530275𝑗)(−1.063654947217006
± 0.22387591496225584j) 

7. CONCLUSION 

In conclusion, standard RSA encryption with two primes is the cornerstone of public-key 
cryptography. Future developments such us using more than two primes can reinforce this encryption 
strategy. Utilizing other number theory concepts and theorems, other encryption systems such as 

Goldwasser-Micali encryption is secure under quadratic residuosity and its ability to generate distinct 
ciphertext for the same plaintext. However, Goldwasser-Micali encryption is limited by the size of 

its ciphertexts and so it cannot be efficiently used in bulk data encryption. LUC encryption utilizes 
Lucas sequences to reach equivalent performance to RSA and can be proved to have better security 
in most cases. Each encryption systems emphasize on different aspects of efficiency, ciphertext size, 

and security level. Cryptography will face more challenges in the future, as attacking algorithms and 

computers rapidly develop. 
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