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ABSTRACT

Spectrum sensing data falsification (SSDF) attacks are one of the most serious security threats in
collaborative spectrum sensing models. In order to deal with SSDF attacks, an attack detection
algorithm combining ensemble learning and deep learning is proposed. The algorithm uses soft
voting mechanism to integrate the advantages of traditional integrated learning methods of support
vector machine (SVM), decision tree and random forest, fully mining the features of the data,
combined with the powerful automatic feature extraction capability of deep learning, to achieve
accurate detection of SSDF attacks. At the same time, the multi-mode hybrid attack training and
detection system can enhance the detection accuracy through continuous optimization, and improve
the flexibility and reliability of the system in practical application. Experiments show that the proposed
algorithm can effectively identify SSDF attack behavior, perform stably under different attack
scenarios, and have strong robustness, which can effectively guarantee the security of spectrum
sensing system.
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1. INTRODUCTION

Collaborative Spectrum Sensing (CSS) [1], as the core technology enabling dynamic spectrum access
in cognitive radio, significantly enhances the reliability of spectrum detection through multi-node
data fusion. However, the openness resulting from its distributed nature exposes the system to severe
threats from Spectrum Sensing Data Falsification (SSDF) attacks. SSDF attacks represent one of the
major security threats targeting CSS in cognitive radio networks. By falsifying or tampering with
sensing data, attackers can interfere with the global decision-making of the Fusion Center (FC),
leading to the waste of spectrum resources and even network paralysis.

With the widespread application of Cognitive Radio (CR), defense techniques against SSDF attacks
have become a research hotspot. Traditional SSDF defense schemes rely on methods such as
reputation evaluation and statistical hypothesis testing, but they exhibit significant limitations in
dynamic attack environments: Detection based on Bayesian reasoning requires preset priors for attack
distributions [2], with actual false detection rates as high as 25%; algorithms based on behavioral
clustering have recognition rates of less than 50% for collaborative camouflage attacks [3]; and
shallow machine learning models (such as SVM) generally have detection accuracy rates below 80%
due to limited feature representation capabilities [4].

In recent years, deep learning technology has made breakthrough progress in areas such as image
recognition and natural language processing due to its powerful feature extraction and nonlinear
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modeling capabilities [5]. Introducing deep learning into the field of spectrum sensing, by
constructing end-to-end signal classification models, can effectively uncover the intrinsic features
and spatiotemporal correlations of signals under complex channel environments, significantly
enhancing sensing accuracy and anti-interference capability. Research on integrating efficient
spectrum sensing algorithms with deep learning and designing defense mechanisms against SSDF
attacks is key to achieving secure and reliable dynamic spectrum sharing.

This paper establishes a multi-pattern attack model, including random attacks, global attacks,
selective attacks, and intelligent attacks. Among these, the intelligent attack mode selects significant
spectral features for data falsification and can adaptively adjust the attack intensity based on historical
attack records. On this basis, an attack detection algorithm combining ensemble learning and deep
learning is proposed. This method uses multiple attack strategies to train the detection model and tests
its ability to detect attacking users. The functionality of each module within the system is detailed,
and performance metrics for measuring the effectiveness of attacks are analyzed. Multiple
comparative experiments verify that the proposed algorithm performs well across different attack
scenarios, demonstrating its robustness and effectiveness.

2. SYSTEM MODEL

This paper addresses the issue of SSDF attack detection in centralized cooperative spectrum sensing
systems, as shown in Fig. 1, includes a Fusion Center, one Primary User (PU), n Secondary Users
(SUs), and m several Malicious Secondary Users (MSUs). The interference caused by malicious
attacks on the system remains uncertain and unknown; therefore, m = 8 - n, here g represents the
proportion of malicious users among the SUs.

Channel

— Report
Channel

Figure 1. Spectrum sensing system model under SSDF attack

In a normal sensing system, each SU independently monitors and senses the PU signal and reports
the sensed data results to the FC. The FC then makes a final decision on whether the PU signal truly
exists in the channel based on all the aggregated data. Only when the FC reports that the PU spectrum
is idle can the SUs access the PU channel for spectrum usage; otherwise, they must refrain from
accessing to avoid interfering with the PU’s normal operation.

In an attacked system, malicious users may exist with a certain probability, sending falsified and
tampered data to the FC, thereby disrupting its decision-making process. This leads to situations
where SUs are unable to find the correct timing to access the spectrum. To focus on addressing SSDF
attacks and detection within the system, it is assumed that there is no interference among SUs,
meaning they operate independently of one another. This assumption simplifies the analysis and
design of effective defense mechanisms against SSDF attacks.
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Modeling the spectrum sensing problem as a binary hypothesis problem, the signal received by the
ith SU at time instant n can be expressed as:

_ ui(n)l HO
% () _{s(n)+ui(n), H, @

Here, H, represents the state where the PU signal does not exist, and H, represents the state where

the PU signal exists. s(n) denotes the PU signal, and U.(n) denoted as represents the noise at that

moment for the it SU, which is composed of independent identically distributed (i.i.d.) Gaussian
white noise with a mean of 0 and a variance of &2".

Each SU first performs local sensing and makes individual decisions. The detection probability P,
and false alarm probability P; for the ith SU regarding the PU signal can be expressed as follows:

Pdi:P{ri :1|H1} (2)
Pl =P{r,=1|H,} (3)

In Eq. 2 and Eq. 3, I; refers to the decision information provided by the ith SU to the FC. When
I =1, it indicates that the PU is currently occupying the spectrum at that moment. Conversely, if

I =0, it indicates that the PU spectrum is idle. However, the information received by the FC cannot

be guaranteed to be error-free during transmission. Malicious users may probabilistically tamper with
the data, leading to incorrect overall decisions by the FC.

3. ATTACK MODEL

One of the research focuses of this paper is to simulate complex SSDF attacks, aiming to prevent
detection algorithms that perform well against simple attacks from experiencing degraded
performance or even failure when applied in complex communication environments. Therefore, the
malicious users considered in this study do not merely attack the decision results of a single SU by
flipping “0” to “1” or “1” to “0”. Instead, they directly attack the PU signals received by the SU at
varying degrees, thereby increasing the difficulty of detection. The attack model is illustrated in Fig.
2. We propose four mechanisms for data tampering with PU signal characteristics, including random
attack, global attack, selective attack, and intelligent attack. The attacker randomly selects one of
these mechanisms when generating the characteristics of malicious users. This approach provides
sample data for different attack modes, enabling the detector to learn various attack data
characteristics during training and enhancing the model’s generalization ability. Consequently, the
system can more effectively identify potential attackers.
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Figure 2. Attack model

The detection system selects the energy feature, power feature, and cyclostationary feature of the
signal for extraction as the dataset for the model, denoted as

N-1
E=Y|x(n)f,n=01---,N-1 (4)
n=0
1 N-1 5
P=——)> |Xx(n
NT ZOI ()| (5)
1 ~ * —j27an
R =N x(n)x (n+k)e (6)
n=0

InEQ.5, T, represents the sampling period, and in Eq. 6, @ represents the cyclostationary frequency.

The original features that have not been attacked are combined into a feature vector
X=[E, P,R]=[X,,X,.%,], forming dataset X ={X,,X,,:--,X,}. Let's denote all feature vectors that have

suffered from SSDF attacks collectively as X' =[X ', X, ", X;]. Standardization is performed on all
features, calculated as follows:

X — pt .
z=—"-"11=123
=TS W

18
Where, 4, :szi() represents the mean of the feature, and o = \/NLlZN (X" —) represents

n=1
n=1

the standard deviation of the feature.

Random Attack: MSU tampers with data by non-uniformly interfering with all features, thereby
disrupting the inherent correlations between them. A direct and easily implementable approach is to
use a random number attack, where we add independent Gaussian noise to all selected features under
attack. The feature vector after the attack can be represented as
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X'=x+¢,¢~N(0,0?) (8)

Where x' represents the signal features after being attacked by a malicious user, X represents the
original features, o represents the attack intensity, and & denotes noise that follows a Gaussian
distribution. After standardization, the corresponding z'can be obtained as

R o

—7,+5,i=1,2,3 )

O O

Global Attack: MSU alters the magnitude of all features as a whole, either amplifying or reducing all
features by a constant proportion. The attack outcome is as follows:

X'=X-(1+a) (10)

Where a represents the attack intensity, and the standardized features are:

R Ll T RS (11)
O;

Selective Attack: MSU randomly selects a subset of features with a certain probability to attack, while

keeping some features normal in order to deceive detection models.

Intelligent Attack: The attacker selectively tampers with features based on their importance,
simulating advanced malicious users. This increases the stealth and targeting of the attack, making it
more realistic in complex communication environments. We assume that the larger the absolute value
of a feature, the more important it is. First, features are extracted and their importance is calculated
to generate an attack mask. This mask is used to determine which features have absolute values
greater than the median of all feature absolute values. The attacker then selects features to attack
based on this mask. The calculation of the mask is as follows:

(12)

1 di
M, - |X| > median(x)
0, else

If the result of the mask is “1”, then the j* important feature is selected as the target for tampering,
and the feature vector after the attack is

X'=X-(1+a-rand()) (13)

In the equation, a represents the attack intensity. After standardizing the features under intelligent
attacks, we obtain:

jszj(1+oz-|:1nd())—ﬂj,jg{l,z,s} 14)

j

Z

By establishing a feedback mechanism to detect the attack effect, the results of whether each attack
is accurately identified by the detector are saved as historical records. By observing the success rate
of historical attacks, the attacker adaptively adjusts the attack intensity. When the success rate is low,
the attack intensity is increased to enhance the attack effect; when the success rate is high, the attack
intensity is appropriately reduced to avoid detection of the attack. The attack intensity is continuously
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and dynamically optimized to make the attack more concealed and effective. The method for
adjusting the attack intensity is as follows:

A,y =t - exp(n - (1, — 7)) (15)

Where, «, represents the intensity of the previous attack, I, represents the success rate of the
previous attack, 7 is the set threshold for the target success rate, and 77 is the learning rate.

As the detection system undergoes continuous training and optimization, its detection capabilities
will also change. Adjusting the attack intensity allows the attack strategy to adapt to changes in the
detection system, thereby increasing the likelihood of a successful attack. The fusion of different
attack modes can make attack behaviors more diversified and unpredictable, increasing the difficulty
for the detection system to accurately identify attacking users. Under the pressure of various attacks,
the detection system needs to continuously optimize its parameters through training to effectively
identify attacking users. This can improve the flexibility and reliability of the detection system in
practical applications.

4. DESIGN OF DETECTION ALGORITHM COMBINING ENSEMBLE
LEARNING AND DEEP LEARNING

The detection network adopts a combination of ensemble learning models and deep learning models.
Ensemble learning includes SVM, Random Forest, and Decision Trees, as shown in Fig. 3. Ultimately,
a soft voting mechanism is used to fuse the prediction results of different models, selecting the
prediction with higher confidence to improve the accuracy of the final prediction.

Ensemble Decision Softvoting |
learning model Tree mechanism

Original
features

Output result

Standardized
processing Forest

Is the results
consistent?

Post-attack No

features

Probability | Verdict
decision result

Deep Learning | Predicted |
Model ™| probability

Figure 3. Design of detection algorithm combining ensemble learning and deep learning

After standardizing the signal features of both the non-attacked SU and the attacked MSU, their
respective feature vectors Z=[z,,2,,Z,] and z'=[z'2,',2,"] are obtained. Then, both ensemble

learning models and deep learning models are used to train and classify the feature data. If the
prediction results of the two models are consistent, the prediction result is directly output to determine
whether the current signal is under SSDF attack. If the prediction results of the two models conflict,
the prediction result with higher confidence is selected as the final classification result, which is
referred to as “probability decision” in Fig. 3. The prediction result of the ensemble learning model

is a probability matrix [ Pey (0]X), Py @]X)], where Ps(0]X) and Piys (1] X) represent the
probabilities of predicting the class as the negative sample “0” and the positive sample “1”
respectively. The output of the deep learning model only represents the probability Py (1| X) of

predicting the class as the positive sample “1”. When using probability decision-making, the
combined probability of predicting the positive sample by the two models is calculated as
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P(].I X) — I:)ENS (1| X)+ I:)DL(:I'| X)

16
; (16)
Therefore, the probability of predicting a negative class sample is
P(O|x)=1-P(1]|x) 17)
: : | POIX) | . : : o :
From this, a confidence matrix PQ|X) is obtained. By comparing the probabilities in the matrix,

the final predicted classification result can be determined.
4.1. Integrated Learning Classification Module

Ensemble learning consists of SVM, random forest (RF) and decision tree (DT), which are fused by
soft voting, and the weight of the three mechanisms is set to 2:1:1.
(1) SVM

Support Vector Machine (SVM) is a supervised learning model for binary classification capable of
performing tasks such as classification and regression. Its main idea is to find a hyperplane that
maximizes the margin between different classes [6]. In the context of SSDF detection tasks, for a

given training dataset {(X,Y;)},i=1---,m, where X represents the feature vectors and y; e{-1+1}

represents the label categories, a value of “-1” indicates a negative instance (normal SU data), while
“+1” indicates a positive instance (MSU data). The objective of SVM is to find a hyperplane
w-x+b=0 based on the extracted features, which separates normal data from data attacked by SSDF.

Here, W= (W, W,,---,W,,) represents the normal vector of the hyperplane, X=(X,X,,---,X,) is the input
feature vector, and b is the intercept. SVM determines the parameters of the hyperplane by
maximizing the minimum distance or margin between the two classes of feature data to the
: 2 & .
hyperplane. The margin can be denoted as” =M’ where |w|=,/> w?, then the optimization problem
i=1

[7] can be formulated as

min,,, %||w||2 sty (W-x +b)..1,i=12--,n (18)

Due to the fact that the signal features are non-linearly separable data, we adopt the Gaussian kernel
function (Radial Basis Function, RBF) to map the feature data into a high-dimensional space for
classification [8]. The Gaussian kernel function is expressed as

K06 x,) =exp(—7-[x =, ). 7 >0 (19)

Where, the parameter 7 controls the scope of the kernel function, which is also known as the
bandwidth. When the value of 7 is large, the similarity between two samples decreases rapidly as
their distance increases [9]. K(x.X;) represents the kernel function value between the ith and jt
feature vectors, measuring their similarity in the high-dimensional feature space. A value closer to 1
indicates that the features are more similar, while a value closer to 0 suggests a greater difference.

In SVM, besides the kernel function, the regularization parameter [10] C also plays a significant
role, representing the model’s tolerance for errors in the training data. When the value of C is large,
it can reduce classification errors but may also lead to increased model complexity. Conversely, when
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the value of C is small, the model tends to find a smoother and simpler decision boundary, which
means it may accept more classification errors. Therefore, selecting an appropriate value of C based
on the requirements of the system and the dataset is crucial.

In the network structure designed in this paper, the regularization parameter C =1.0, and the value
of 7 is adjusted automatically. Using the kernel matrix computed from the feature vectors X and
the corresponding labels, the SVM model is trained to find the optimal classification hyperplane.
Then, the trained SVM model is utilized to determine whether the input features belong to malicious
users.

(2) Decision Tree

A decision tree constructs a tree-like structure for classifying samples by recursively splitting features
[11]. Each internal node in a decision tree represents a test on an attribute, each branch represents an
outcome of that test, and each leaf node represents a class. The Gini index is selected as the criterion
for splitting to choose the optimal feature for division, thereby constructing an effective classification
model.

Assuming D is a dataset and D, is the subset of samples belonging to the kth class in the dataset,

. : . : D, -
if the proportional representation of this class p, =Ek’ the Gini index [12] can be calculated as

follows:

Gini(D):l—i P’ (20)

Where K=2, representing the two classes of “normal” and “attack”.
When splitting at each node, for a certain value @ of feature A, the Gini index is calculated as follows:

Gini(A:a):ZKlllD?kllGini(Dk),K =2 (21)

k=1

In the formula, |D| and | D, | represent the number of samples inthe sets D and D,, respectively.

The feature and its value that minimize the Gini index are selected as the optimal split for the current
node. When constructing the decision tree, the feature with the smallest Gini(A=a) is chosen as
the splitting feature for the current node, and the tree structure is recursively built until certain
conditions are met. The maximum depth of the decision tree is set to 8, and the minimum number of
samples required for a node to split is set to 5.

(3) Random Forest

Random forest improves the accuracy and stability of classification by constructing multiple decision
trees and averaging or voting their prediction results. Each tree is generated by sampling with
replacement from the original dataset to create a training subset, and only a subset of features is
randomly considered when selecting split nodes [13]. Similar to decision trees, the Gini index is used
as the splitting criterion. However, the difference is that the selection of feature subsets in random
forest is random, which can reduce overfitting and improve the generalization ability of the model.
When building the model, the number of trees is selected to be 200, the maximum depth is set to 8,
the minimum number of samples required for a node to split is set to 5, and the final classification
result is determined by the voting of all trees.
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The ensemble strategy for the three models adopts a soft voting mechanism. Assuming the prediction
probabilities of SVM, decision tree, and random forestare P,,, =(p?™, p™), Py =(p.", pY ), and

Pe =(p, p5) . respectively, where p, represents the probability of predicting normal signal
characteristics and P_, represents the probability of predicting attacked signal characteristics.
According to the soft voting mechanism with a ratio of 2:1:1, the final prediction probability
P=(p, p,) is calculated as follows:

SVM DT RF
2™+ 4 py

4

Py (22)

SVM DT RF
_2p™ +pY +p

A (23)

Py

If the resultis P, > P_;, then the predicted signal characteristics are judged to be from a normal SU;
otherwise, they are judged to be from an MSU after an SSDF attack.

The ensemble learning model combines the advantages of SVM, random forest, and decision tree
models. It not only enhances the overall performance of the model but also determines the final
classification result based on the prediction probabilities of each model, further improving
classification accuracy.

4.2. Deep Learning Prediction Module

The complete detection framework also includes a deep learning model to complement the
shortcomings of the ensemble learning model. By combining the prediction results of the ensemble
learning model and the deep learning model, the detection of SSDF attacks can achieve better
robustness. The deep learning network learns more complex relationships among features from the
input features through multiple layers of nonlinear transformations, extracts high-order abstract
representations of features, and ultimately achieves binary classification.

The network structure consists of an input layer, an output layer, and two hidden layers. For the input

feature X=(X,X,,---,X,), the input to the hidden layer is denoted as =Z:1‘,W;Xi+b}, where W;

represents the weights from the input layer to the hidden layer, and b; represents the bias of the

hidden layer. The output of the hidden layer is denoted as @; = f(z;), where f() is the ReLU

activation function used in the hidden layer, f(x)=max(0,x). The output layer employs the Softmax
1

activation function f(x)=——
1+e

to output the probability of an attack.

During the model training process, the Adam optimizer is selected with a learning rate set to 0.001,
and binary cross-entropy loss is used as the loss function[14]. The calculation process is as follows:

N

L =—§z[yi log(p,) + (1 ;) log(1— p,)] (24)

i=1

Where, N denotes the total number of samples in the dataset, y; denotes the true label (0 or 1) of the
ith sample, and p; denotes the predicted attack probability by the model. During each iteration, the
model is trained for one epoch, and its performance is evaluated on the validation set. The
performance metrics for each epoch are recorded.
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In summary, the deep learning model in the SSDF attack detection system is primarily responsible
for learning deep feature representations of the input feature data. By combining with the ensemble
model, it achieves effective detection of SSDF attacks. This combination not only fully leverages the
powerful feature learning capability of deep learning but also retains the efficiency of traditional
ensemble learning models on specific tasks.

5. EXPERIMENT AND PERFORMANCE ANALYSIS

During the experiment, QPSK modulated signals are used to simulate PU signal data, and energy
features, power features, and cyclostationary features are extracted to form the dataset for model
training. The training set and test set are split in an 8:2 ratio. The number of SUs is set to 200, and
the number of malicious users is 50.

Fig. 4 is a 3D scatter plot of the signal feature distribution, where blue dots represent the features of
normal SUs, and red triangles represent the features of attacked MSUs. The classification of the two
types of data can be visually observed. From the figure, it can be seen that the features of the
unattacked SUs are concentrated and exhibit a certain regularity, while the features of the attacked
MSUs are scattered and irregular.
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Figure 4. 3D feature distribution of normal SU and malicious SU

When studying the SSDF detection algorithm that combines ensemble learning and deep learning,
besides detection probability and false alarm probability, accuracy, precision, recall, and F1-score are
also important indicators for evaluating the performance of the algorithm [15]. They can more
comprehensively measure the different performances of the algorithm in applications.

(1) Accuracy refers to the proportion of correctly predicted samples by the model to the total number
of samples, comprehensively evaluating the overall classification accuracy of the algorithm. The
calculation method is as follows:

Accuracy = TP+TN (25)
TP +TN + FP+ FN

Where, TP represents the number of samples correctly predicted as attacks, known as True Positives;
TN represents the number of samples correctly predicted as normal, known as True Negatives; FP
represents the number of normal samples falsely predicted as attacks, known as False Positives; and
FN represents the number of attack samples falsely predicted as normal, known as False Negatives.
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(2) Precision indicates the proportion of samples predicted as attacks that are actually attacks,
reflecting the accuracy of the algorithm in identifying malicious users. The expression is

Precision = L (26)
TP+FP

(3) Recall refers to the proportion of actual attack samples that are correctly detected, reflecting the
model's ability to identify attacked signals. The calculation formula is

Recall = L (27)
TP+FN

(4) The F1-score is a performance metric that considers both precision and recall comprehensively,
reflecting the balance between precision and recall in the algorithm. It is suitable for scenarios with
class imbalance. The expression is

Precisionx Recall

Flscore=2- — (28)
Precision + Recall

(5) Robustness describes the ability of an algorithm to maintain its performance when faced with
different types of attacks or environmental changes, such as SNR.

When the detection system has 200 normal SUs, 50 MSUs, with an attack intensity set to 0.3 and
SNR=-10dB, the algorithm model is trained with 50 epochs, and the success rate threshold for
intelligent attack modes is set to 0.7. The classification results of the model are visualized, and the
confusion matrix is shown in Fig. 5. The classification results indicate that among the 50 samples in
the test set, 40 normal SUs and 9 MSUs are correctly classified, with 1 normal SU being misclassified
as an MSU, and no MSU samples being missed. This demonstrates good detection performance.

Confusion Matrix
-0.50

0.25

0.00

True label
=
[=1}

T T T T T T T
-0.50 -0.25 0.00 0.25 050 075 1LO00 L25 L50
Predicted label

Figure 5. The confusion matrix of SSDF attack detection performance of the proposed algorithm

Fig. 6 presents the ROC curves of different detection models under SSDF attacks, illustrating the
relationship between detection probability and various false alarm probabilities [16]. For SSDF
detection systems, the goal is to achieve as high a detection probability as possible while keeping the
false alarm probability low, ensuring the interception of multiple MSUs while reducing misjudgments
of normal SUs. From the figure, it can be seen that the ROC curve of the algorithm proposed in this
chapter leans more towards the top-left corner compared to other algorithms, indicating that this
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algorithm achieves a higher detection probability while maintaining a low false alarm probability.
When the false alarm probability is 0.42, the detection probability of the detection algorithm
combining ensemble learning and deep learning reaches 1, while the P, of other algorithms are still
below 0.8. The overall AUC value is improved by approximately 0.07 to 0.28, demonstrating that
this algorithm has superior attack detection performance.
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Figure 6. ROC curves of different SSDF attack detection algorithms

Fig. 7 displays the detection performance of different detection algorithms as the proportion of
attacking users varies. Subfigure (a) compares the accuracy, and subfigure (b) compares the recall.
The detection algorithm proposed in this chapter demonstrates significant advantages in performance
and maintains stable detection results across different attack proportions, indicating its flexibility in
practical applications.
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Figure 7. Algorithm performance comparison diagram with different attacker ratio

Fig. 8 presents the detection accuracy of the algorithm for attacking users in different SNR
environments, with the SNR set from -20dB to 10dB in steps of 5dB. As can be seen from the figure,
compared to other detection algorithms, the algorithm proposed in this chapter exhibits stronger
detection capability at low SNR. In high SNR scenarios with less interference, the detection accuracy
basically reaches 100%. The proposed algorithm maintains good stability under different noise
conditions, demonstrating its robustness and adaptability.

80



Accuracy
°©o o o
S [9)] (o]
T T

o
w

o
N

—=— Proposed algorithm []
—e—SVM
—e— Bayesian theory
K-means
L

=4

)
gr
o

-10 -5 0 5 10
SNR(dB)

Figure 8. Comparison of detection accuracy of algorithms under different SNR

In summary, the SSDF detection algorithm combining ensemble learning and deep learning proposed
in this chapter can effectively identify attacking users. Compared to traditional methods, it has higher
accuracy and recall rates, as well as high robustness, making it stable for application in different
communication environments and attack scenarios.

6. CONCLUSION

This paper addresses the SSDF attack problem in spectrum sensing by proposing an anti-SSDF attack
detection algorithm that combines ensemble learning and deep learning. The ensemble learning
module integrates the classification advantages of SVM, Decision Tree, and Random Forest through
a soft voting mechanism, combined with the automatic extraction capability of deep neural networks
for high-dimensional nonlinear features, to construct a multi-mode hybrid attack detection model. In
the attack modeling, four types of attack modes are designed: random attack, global attack, selective
attack, and adaptive intelligent attack. Among them, intelligent attacks dynamically adjust tampering
strategies to simulate the evolutionary behavior of real attackers. This algorithm leverages the
advantages of multiple classifier fusion in ensemble learning and the deep mining of attack features
by deep learning models, enabling the algorithm to achieve high accuracy and low false alarm rates
in detecting SSDF attacks. Experimental results validate the effectiveness of the algorithm in ensuring
the security of spectrum sensing, capable of detecting SSDF attacks timely and accurately, providing
strong support for the safe operation of spectrum sensing systems.
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