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ABSTRACT

Federated learning, as a distributed machine learning framework, enables users to collaboratively
train models by sharing model parameters without exposing their raw data. However, model
parameters may contain privacy-sensitive information, and directly sharing them still poses a risk of
user privacy leakage. Local Differential Privacy (LDP) effectively defends against adversaries with
arbitrary background knowledge, providing more comprehensive privacy protection. However, the
high-dimensional nature of parameters in federated learning presents challenges for the application
of LDP. To address this issue, this paper proposes a federated learning algorithm, FDL, that satisfies
local differential privacy. The algorithm employs a dimension selection strategy to identify parameter
dimensions critical for global aggregation and applies the Laplace mechanism to perturb these
dimensions. Compared to traditional methods, the FDL algorithm significantly reduces the number
of parameters to be processed and the amount of noise introduced. Theoretical analysis proves that
the FDL algorithm satisfies-local differential privacy, and experimental results demonstrate its high
usability while ensuring strong privacy protection.
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1. INTRODUCTION

With the rapid development of the digital era, machine learning technologies have demonstrated
broad application potential in various fields, such as image recognition [1] and natural language
processing [2]. Traditional machine learning requires large amounts of data to train models. However,
institutions holding data often face limitations in data volume, and due to the sensitive nature of data,
data owners are unwilling to share their data with any centralized data collectors, resulting in the
significant problem of "data silos." To address this issue, Google introduced the concept of federated
learning in 2016.

Federated Learning (FL) is an innovative distributed machine learning framework that allows
participants to send only trained model parameters to a central server for aggregation and updates
without sharing their raw data [3]. This framework has become a research hotspot in recent years.
Although users in FL update their models locally, the shared updated parameters often contain private
information, exposing users to the risk of privacy leakage [4, 5]. Currently, privacy-preserving
federated learning methods primarily fall into two categories: data encryption [6, 7] and data
perturbation [8]. Compared to encryption-based methods, perturbation-based methods are
computationally efficient, easy to implement, and suitable for routine deployment in federated
learning applications.

As a popular perturbation technique, Differential Privacy (DP) [9] is a robust privacy-preserving
model that defends against adversaries with arbitrary background knowledge and provides rigorous,
quantifiable privacy guarantees. Local Differential Privacy (LDP), an extension of centralized
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differential privacy, introduces the concept of "local data perturbation,” where the privatization
process is shifted to individual users. This allows users to independently process and protect their
sensitive information, achieving more thorough privacy protection [10]. This feature makes LDP
well-suited for federated learning.

Many studies have conducted in-depth research on federated learning under local differential privacy.
Zhao et al. [11] proposed a multidimensional LDP data collection mechanism to perturb local
parameters. However, the noise introduced by this method is proportional to the number of model
dimensions. Since machine learning models often have thousands or even millions of parameters [12],
this approach leads to an exponential growth in the privacy budget, making it difficult to achieve
effective privacy protection. To address the challenges posed by this "curse of dimensionality,"
studies [14-16] have employed strategies such as random sampling, dimension dropping, and
dimension selection to reduce the impact of high-dimensional parameters. However, these methods
often significantly affect model accuracy.

To address the aforementioned issues, this paper proposes an efficient federated learning method,
FDL, based on local differential privacy. The method introduces a dimension selection mechanism
based on the exponential mechanism to tackle the challenges posed by the curse of dimensionality
while reducing communication overhead. The main contributions of this work are as follows:

A dimension selection mechanism is introduced, which selects a subset of dimensions for sharing
based on the importance of parameters after model training. This approach reduces the number of
transmitted parameters, alleviates communication overhead, and mitigates the expansion of privacy
budgets caused by increasing dimensions.

The privacy guarantees of the FDL method are theoretically analyzed, and the method is evaluated
on real-world datasets. Experimental results demonstrate that the proposed approach achieves high
performance under the same privacy protection conditions.

2. RELATED WORK

Federated learning (FL), as a distributed machine learning framework, provides effective solutions to
current challenges in artificial intelligence, particularly in addressing data privacy issues in machine
learning. While FL can protect privacy to some extent, recent studies [17, 18] have shown that certain
attack methods can still disrupt the learning process of FL or steal participants' personal information.
Intuitively, cryptographic techniques, such as secure multi-party computation and homomorphic
encryption, are often the first choice for addressing privacy concerns. However, these encryption-
based approaches inevitably incur high communication and computational costs.

In addition, with the growing interest in differential privacy (DP), an increasing number of studies
have focused on applying DP to federated learning algorithms. Shokri and Shmatikov [19] designed
and implemented a practical neural network model that allows multiple participants to collaboratively
train by performing stochastic gradient descent locally, uploading selected parameters, and applying
DP to ensure parameter privacy. However, their experiments used a relatively large privacy budget,
resulting in insufficient privacy protection. Abadi et al. [20] also applied DP to safeguard private
information, proposing a privacy accounting algorithm to track privacy loss during model training.
Geyer et al. [21] developed a differential privacy technique with dynamically adjustable privacy
parameters. By introducing Gaussian noise to the server-updated parameters, this method effectively
obscured the contributions of individual client datasets. Additionally, it reduced communication costs
by uploading only modified parameters.

The aforementioned techniques rely on a trusted third party for implementing DP, but in practice,
servers are often untrustworthy. Therefore, Wang et al. [15] introduced local differential privacy
(LDP) into federated learning, adopting a multidimensional LDP mechanism to perturb local
parameters. While effective, the noise introduced scales with the parameter dimensions. Subsequently,
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Wang et al. [14] developed a novel prior random response technique, adding random noise to local
updates to obscure user contributions and using random sampling to reduce communication costs.
Meanwhile, Shin et al. [22] attempted to reduce parameter dimensions through random projection,
but this approach randomly discards some parameter dimensions.

To overcome these limitations, Miao et al. [23] employed compressed sensing techniques to reduce
parameter dimensions, albeit at the cost of increased computational overhead. Furthermore, Cui et al.
[24] and Wang et al. [25] analyzed parameter or gradient magnitudes to identify and upload critical
parameters, reducing dimensions but potentially losing information due to incomplete assessments.
Liu et al. [26] proposed an LDP-FL two-stage framework based on stochastic gradient descent,
selectively perturbing and uploading the top-k dimensions. However, selecting dimensions solely
based on absolute values risks privacy leakage.

3. PRELIMINARY KNOWLEDGE
3.1. Local Differential Privacy (LDP)

DP (Differential Privacy) implements the assumption of maximizing the background knowledge of
adversaries. It is a privacy protection technique that provides a strict definition of privacy protection
and quantitative evaluation methods. Its implementation relies on a trusted third party. LDP (Local
Differential Privacy) is a distributed variant of DP, which guarantees privacy for each local participant
and eliminates the assumption of a trusted third party.

Definition 1 (£-LDP): A random algorithm M satisfies & -LDP if, for any pair of inputs X and
within the domain of the algorithm, and for any possible output Yy < Range(M), the following
inequality holds:

PrIM(x) = y] <=e°Pr[M(x) = y] 1)
Where & is used to quantify the level of privacy protection. The smaller the value of €\epsilone, the

stronger the privacy protection provided.

Definition 2 (Exponential Mechanism): Given a utility function U and an output Yy € Range(M), for
any two possible inputs X and X', the sensitivity of U is defined as AU=mMaX, gigem
[u(x,y)-u(x',y)|. The exponential mechanism chooses and outputs ooo based on the following
probability, to satisfy & -LDP:

ex p(é‘u(x y))

EU X,
ZyeRange(M) Xp( ( y))

PriMegy () = y]= ()

Where the utility function U maps the input to a utility score, the higher the utility score, the higher
the probability of the output.

Definition 3 (Sensitivity): For any two adjacent datasets D and D', let Q be a query function. The
global sensitivity is defined as:

AQ = max QD) -Q(D1)], (3)

Where D and D’ represent two datasets that differ by at most one element.
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Definition 4 (Laplace Mechanism): Given a dataset D and a query function Q, the Laplace
mechanism that satisfies & —LDP perturbs the query result in the following way:

AQ

QL(D,£)=Q(D) + N (0, ~ (4)

AQ

A . . . .
Where N(O,—Q) is the Laplace noise distribution centered at O with scale parameter —, and Q,
& &
is the query result returned.

Theorem 1 (Sequential Composition) Let there be H perturbation algorithms M, (x), M,(x), ...,
M (x) for the same dataset D, where each algorithm is a differential privacy algorithm with
privacy budgets & , &,, .., &, respectively. The composed algorithm M., ., =( M (X),
M,(X), .., M, (x)) satisfies the following: >, & —LDP.

3.2. Federated Learning

In traditional centralized machine learning frameworks, all data collection and processing must be
concentrated in one place. This not only raises risks for data privacy protection but also leads to
significant communication overhead due to data transmission. The introduction of federated learning
aims to address these issues by enabling local model training at the data source. Instead of aggregating
raw data, the model updates are shared and combined, thus achieving both data privacy protection
and effective utilization of data resources. Depending on the distribution patterns of sample space and
feature space, federated learning can be classified into three main types: horizontal federated learning,
vertical federated learning, and federated transfer learning.

This paper primarily focuses on horizontal federated learning, and the flowchart is shown in Figure
The specific steps are as follows:

(1) Model Initialization: The central server initializes the model parameters and distributes them to
the participating clients for training.

(2) Local Training: Each client independently trains the model on its own data and updates the model
parameters. This step is entirely local, ensuring data privacy and security.

(3) Aggregation of Updates: The central server collects all the updates from the clients and aggregates
them to improve the global model. There are various aggregation methods, with the most common
being simple averaging of the updates.

(4) Repeat Iterations: Steps 1 to 3 are repeated until the model reaches the desired performance
standards or the specified number of training rounds is completed.

ver

;@/;a---z%

Client 1 Client 2 Client N

Figure 1. Horizontal Federated Learning Framework



A general federated learning system consists of a server and NNN clients. Each client k (k=1, 2, ...,
N) uses its own local dataset to train its local model parameters. The server's goal is to learn a model
from the data of these clients and ultimately optimize the equation to convergence. However, model
parameters may still contain a significant amount of privacy-sensitive information, and directly
sharing them poses the risk of exposing user privacy.

4. FDL
4.1. Overall Framework

The main problem to be addressed in Federated Learning under localized differential privacy
constraints is the impact of high-dimensional parameters on model performance. Specifically, the
privacy budget is proportional to the dimensionality of the parameters, and as the parameter
dimension increases, substantial noise must be introduced to protect privacy, resulting in larger model
errors. Additionally, high-dimensional parameters also increase the communication burden of the
model. To address these issues, this paper proposes a novel Federated Learning method under
localized differential privacy, called FDL. This method evaluates the contribution of each dimension
and uses the exponential mechanism to randomly select key dimensions, effectively reducing the total
amount of noise required while retaining the core information of the data. The flowchart of FDL is
shown in Figure 2.

The client trains the model using local data for the current round, generating updated model
parameters;

Parameters with small values are discarded;
The FDL method is used to select the parameters;

Noise is added to the final selected parameters, generating perturbed parameters, which are then sent
to the server for aggregation;

The server aggregates the client models.

Dataset

Local Model 1

P 3di si
@threshold (@dimensional

(Local training — filterine [ selection —>» @perturbation global model
g (FDL)

®Blaggregation

@threshold (dimensional \ Seat
(@Local training —| Ufilterinz —» selection —> @perturbation : }g’
© (FDL) o

global model

Dataset

Local Model N

Figure 2. FDL Framework
4.2. FDL: Dimension Selection Based on the Exponential Mechanism

In the context of Federated Learning, training neural network models typically involves multiple
iterations and generates a large number of parameters. Generally, most of the parameters or gradients
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updated by the client are close to zero [27]. It is not a wise choice to use privacy budgets to protect
these insignificant parameters. The client should focus on protecting those key parameters (i.e., values
far from zero) to reduce the consumption of the privacy budget. However, simply protecting the
parameters far from zero does not fully protect data privacy, as malicious attackers could infer that
the unprotected parameters are close to zero. Therefore, an algorithm needs to be designed that can
protect both the important parameters being disclosed and the privacy of the parameter selection
process [19]. This implementation is described in Algorithm 1.

In Algorithm 1, we consider r as an adjustable real number approaching 0. To ensure the
aggregation goal is achieved with the same communication cost, we introduce a threshold parameter
th to control the number of selected parameters. The specific settings for rrr and ththth will be
provided in the experimental section. First, we filter out the weight parameters that are close to 0, and
then execute the th-based exponential selection mechanism. During the selection process, we set the
utility function U to the absolute value of each parameter (1+|w|). Since the range of the original
input data is between [—1, 1], the sensitivity of the utility functionis Au=1, and then parameters with

higher contributions can be selected with a probability proportional to e(%) .

4.3. Privacy Analysis

Due to the nature of Federated Learning, external attackers can only indirectly access data by
eavesdropping on the uploaded intermediate parameters or the downloaded aggregated results, which
are obtained after being processed by local perturbation algorithms. According to the properties of
differential privacy, as long as the local perturbation algorithm satisfies Local Differential Privacy,
attackers cannot obtain any useful data from this information.

Theorem 2: The FDL mechanism satisfies ¢ —-LDP.

Algorithm 1: FDL

Input: Client's parameter vector w;, €[-11]", threshold-filtered parameters I, privacy budget ¢,
selection quantity threshold th, filtered parameter vector w;

Output: Final selected parameter vector W;

1. Initialize I, th,and Wwg;

2. Normalize the parameters;

w

Foreach We W, do:
If W>T then
Add W to W,

end for

for ]=12,3...,th do:

© N o o &

Compute the utility function of the parameter U

9. Randomly select parameters from W, without repetition with probability e% , and add the
selected parameters to Wy .

10. end for
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Proof: Given two adjacent parameter vectors W and w', the utility function u(Au=1), and the
output range of the exponential mechanism, for any output element oeO, the following equation
holds:

PriM, (w,u,0) =0]
Pr[Mg, (W',u,0)=0]
5u(w o))

exp( exp(10%:9))

zo.eoexpf”“;")) I p(—g“(w 2
exp(gu(\g’o')) Zo,eoexp(igu(\/\;’o)) (5)

exp(%) Do exp(%)

Z | eXp(gu(w,o')

exp(

)

gu(w 0 ))

< exp(§> : exp(g) :

5. EXPERIMENTS

5.1. Setup

The experiments were conducted using Python and PyTorch 1.11 to simulate the proposed scheme
on a single GPU configuration. The detailed experimental environment included an Ubuntu 20.04
operating system, an Intel(R) Core (TM) i9-14900KF@6.0GHz CPU, an NVIDIA GeForce RTX
4080 GPU, 32GB of RAM, and a 1TB SSD.

The MNIST [28] dataset was selected for the experiments. This dataset contains 10 classes of
handwritten digits, with 60,000 training samples and 10,000 test samples. Both 11D and Non-11D data
distribution scenarios were considered. The convolutional neural network used included an input
layer, two convolutional layers, two max-pooling layers, and two fully connected layers, consistent
with the CNN architectures in [3]. The local SGD algorithm used a batch size of 64, a learning rate
of 0.01, and 100 clients.

This paper compared four algorithms: LDP-FL [20], NoLDP-FL [3], SignDS-FL [29], and FDL. Each
algorithm was run 10 times, and the average results were reported to ensure stability and reliability.

5.2. Experimental Analysis

5.2.1. Communication Cost Analysis

As described in Algorithm 1, different values of r and th affect the model's accuracy. Therefore,
for r and th, the experiment followed the setup in [26], setting I to 0.01, th to 0.8 of the number
of filtered parameters, the privacy budget of the Laplace mechanism to ¢ =0.5. The experimental
results are shown in Table 1.

Where C represents the total number of parameters, C, represents the number of parameters

filtered by the threshold, C, represents the number of parameters finally selected, and ACC

represents the testing accuracy. The results indicate that this scheme can save at least 60% of the
communication cost.
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Table 1. The Impact of I on Model Performance

r C C, Acc
0.015 0.22C 0.16C 53.25%
0.012 0.35C 0.28C 74.50%
0.010 0.47C 0.38C 94.83%
0.008 0.58C 0.46C 87.46%

5.2.2. The Impact of Different Privacy Budgets on Model Performance

The size of the privacy budget indicates the level of privacy protection. As shown in Figure 3, as the
privacy budget increases, the noise gradually decreases, and the model performance progressively
improves. On the MNIST dataset, with the increase of the privacy budget, the test accuracy of the
FDL algorithm surpasses that of other algorithms, thereby enhancing the model's accuracy.
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Figure 3. The Impact of Different Privacy Budgets on Model Performance
5.2.3. The Impact of Global Iteration Count (T) on Model Performance

As training progresses, the model becomes better adapted to the data distribution. However, excessive
iterations may lead to overfitting, increase computational costs, and reduce model accuracy. This
section's experiments investigate the impact of the number of iterations on model accuracy. In these
experiments, the number of communication rounds is set to 50, the number of participants is 100, and
the privacy budget ranges from 0.1 to 1. Through testing, the proposed method in this paper
demonstrates advantages over related work. As shown in Figure 4, model accuracy improves with an
increasing number of iterations and tends to converge around 50 rounds, as depicted in Figure 4(a).
Figure 4(b) illustrates that in Non-11D scenarios, the impact of iteration count is more significant.
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Figure 4. The Impact of Global Iteration Count (T) on Model Performance

6. CONCLUSION

This paper addresses the issue of privacy budget explosion caused by handling high-dimensional data
in differentially private federated learning and thus proposes a dimension selection algorithm. In the
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dimension selection algorithm, the utility score of each parameter is calculated based on the
magnitude of the parameter to measure its importance. Finally, comparative simulations on the
MNIST dataset demonstrate the effectiveness of the proposed approach.
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