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ABSTRACT 

In response to the problems of excessive decryption computation burden on users, inability to protect 
users' privacy information, and the inability of traditional cloud storage methods to meet users' faster 
file upload and download speed requirements and track malicious users, this paper proposes an 
attribute-based encryption and blockchain-based trusted data access control scheme for smart 
home environments. The scheme combines symmetric encryption algorithms and attribute-based 
encryption algorithms to achieve fine-grained access control of data. At the same time, it leverages 
edge computing technology to outsource most of the decryption and computation operations to edge 
computing nodes, reducing the user's decryption and computation burden. Furthermore, the 
introduction of blockchain technology enables the monitoring and auditing of users within the system, 
achieving full traceability of access control. Finally, the proposed scheme was analyzed and 
validated through simulation experiments, which showed that the scheme is safe and effective, 
protecting users' security and privacy, and enabling secure data sharing. 
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1. INTRODUCTION 

In light of the swift advancements in technology, smart home systems [1] are progressively becoming 

prominent in public awareness and rapidly assimilating into daily life. Smart home systems are a new 

living environment that allows people to easily enjoy life and make life smart and convenient [2]. 

Since the inception of smart home technology, it has rapidly dominated the residential market, 

establishing the inevitability of intelligent homes in the future. 

The ultimate goal of smart home is to make the home more comfortable, convenient, and secure. With 

the continuous development of human consumption needs and the intelligentization of residential 

buildings, today's smart home systems have a wealth of content and increasingly complex system 

configurations. In simple terms, a smart home system is a networked and intelligent home control 

system that integrates automation control systems, computer network systems, network 

communication technology, and intelligent cloud control [3]. People will input their lifestyle 

information into the intelligent cloud [4] end of the smart home system in order to make it more 

compatible with their lives. The smart home system will also record people's life data in the intelligent 

cloud end. When people suddenly fall ill or there is a criminal case or other emergencies at home, 

these data may play an important role in the diagnosis of the disease or the progress of the case. On 

the other hand, if these information is leaked, it will pose a great threat to people's personal safety 

and property safety. Therefore, the security of this information is of paramount importance [5]. Cloud 

platforms, as semi-trustworthy and curious third-party data storage institutions, may try to obtain 
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sensitive information from smart homes. Therefore, it is particularly important to ensure the secure 

storage and sharing of this data. To address this issue, it is essential to ensure the integrity and 

confidentiality of data, and only authorized users should have access rights. Attribute-based 

encryption (ABE) is an effective solution that allows for flexible creation of access policies for 

different ciphertexts, providing fine-grained access control for private data based on attributes. 

Blockchain [6] is a decentralized, tamper-proof, traceable, and multi-party maintained distributed 

database [7], providing a reliable solution for secure data sharing. 

In 2005, Sahai and Waters [8] first introduced the concept of attribute-based encryption, and then KP-

ABE (Key Policy Attribute-Based Encryption) [9] and CP-ABE (Ciphertext Policy Attribute-Based 

Encryption) [10] were subsequently proposed by scholars. For CP-ABE, the user's access policy and 

ciphertext are bound, the user's attributes and key are bound, and when the user's attributes satisfy the 

access policy, the user can decrypt the ciphertext using the key. The CP-ABE has a wide range of 

applications, and it has been used by scholars in many fields to achieve data security sharing, such as 

access control for medical data [11], access control for cloud storage [12]. With the appropriate access 

policy set, it can manage data very flexibly. The paper [13] proposes a solution to the privacy and 

security problems that may arise in centralized IoT by combining blockchain and IoT and proposes a 

decentralized secure mechanism based on blockchain technology to store critical data generated in 

IoT on the blockchain. However, there are still many vulnerabilities and defects in current blockchain 

technology, and storage problems are one of the most important issues. 

This paper proposes an intelligent home environment-based attribute-based encryption and 

blockchain-combined trusted data access control scheme to address the problem of secure sharing of 

privacy data for users. A combination of symmetric encryption algorithms and attribute-based 

encryption algorithms will be used to achieve fine-grained access control. Only authorized users who 

meet the access control policy can successfully access the data. Due to the low storage capacity of 

blockchain, this solution encrypts the data using a symmetric encryption algorithm first, and then 

stores the encrypted data in the cloud. This solution introduces edge computing nodes to assist in 

decryption, effectively reducing the computing load for users during decryption. However, to ensure 

data security, edge nodes only participate in partial decryption, while the relatively simple final 

decryption is completed by the visitor. 

2. RELATED WORK 

2.1. Attribute-based Encryption 

In 2005, Sahai and Waters [8] first introduced the concept of attribute-based encryption, which 

brought attribute-based encryption into people's sight and has been applied by many domestic and 

foreign scholars. In 2011, Waters first proposed the Linear Secret Sharing Scheme (LSSS) based on 

linear secret sharing technology [14]. LSSS is an improvement of the CP-ABE scheme, which has 

better secret sharing performance and flexibility. The schemes proposed in [15, 16] both use the LSSS 

structure to achieve fine-grained access control, but their efficiency is low. Paper [17] proposed a 

secure outsourced decryption scheme, but the ciphertext policy was fully disclosed, which may lead 

to the leakage of users' privacy. The scheme proposed in [18] introduces the idea of linear secret 

sharing into the CP-ABE scheme, and achieves the hiding of access policies by hiding the attribute 

values. Paper [19] proposes a secure data sharing scheme for resource-constrained users in cloud 

computing to solve the problems of high computational overhead and poor big data security in 

existing ABE schemes by moving part of the encryption offline. Paper [20] proposes a verifiable 

outsourced encryption keyword search scheme, which outsources the complex search operation to 

the cloud and verifies whether the cloud has faithfully executed the search operation. Paper [21] 

proposes a CP-ABE scheme that avoids collusion attacks by users. Paper [22] proposes a new 
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encryption primitive, namely, attribute-based outsourced key generation and decryption, to solve the 

problem of inefficient query due to the large number of encrypted files stored in the cloud. 

2.2. Edge Computing 

Due to the limited computing power of personal computers, it is difficult to quickly and efficiently 

decrypt data. However, edge computing, as an extension of cloud computing, can greatly improve the 

efficiency of data decryption and at a lower cost. However, edge computing is vulnerable to malicious 

attacks and data leakage may occur during data sharing. Some scholars have designed data encryption 

and decryption schemes for secure data sharing. Paper [23] proposes an attribute-based encryption-

based access control scheme that can shift part of the computation and storage overhead from the 

end-user to selected edge nodes. Paper [24] proposes a system for edge node device data sharing that 

simultaneously provides data confidentiality and data source identification. Paper [25] proposes a 

more secure attribute-based encryption scheme with the property of outsourced decryption, which 

can safely share data between edge nodes and resist chosen-ciphertext attack (CCA). 

2.3. Blockchain 

The essence of blockchain is a distributed database. Blockchain has two core features: data is difficult 

to tamper with, and it is decentralized. Based on these two features, the information recorded on the 

blockchain is more authentic and reliable, greatly reducing the cost of trust. Paper [26] proposes an 

electronic health record system based on attribute-based encryption and blockchain technology, 

combining blockchain and attribute-based encryption to ensure the integrity and traceability of 

medical data using blockchain technology. Paper [27] proposes a property-based access control 

framework that describes devices using a set of properties, records the distribution of properties on a 

blockchain, and simplifies access control protocols using hash calculations and digital signatures. 

Paper [28] proposes a blockchain sharding storage model based on threshold secret sharing, which 

can effectively reduce the storage capacity of each node. Paper [29] proposes a blockchain-based 

multi-authorization secure attribute-based signature scheme, formally proving the scheme secure in 

the random oracle model under the computational bilinear Diffie-Hellman assumption from the 

perspectives of unforgeability and perfect privacy of the attribute-based signer. Paper [30] proposes 

a decentralized, multi-authority, traceable attribute-based cryptographic system. 

3. METHODOLOGY 

3.1. System Model 

The architecture of the trusted data access control scheme system combining attribute-based 

encryption and blockchain in smart home environment is shown in Figure 1. It mainly includes six 

entities: Data Owner (DO), Data User (DU), Trusted Authority (TA), Cloud Storage Provider (CSP), 

Blockchain (BC) and Edge Computing Provider (ECP). 

(1) DO: The owner of the data can encrypt and customize the access control policies for shared data. 

(2) DU: The user of the data can decrypt the ciphertext after obtaining it using the attribute private 

key generated by the trusted key management center, thereby obtaining the plaintext data. 

(3) TA: A trusted key management center is responsible for generating the system master key, system 

master public key, and user attribute private key. 

(4) BC: Blockchain is responsible for recording the hash values of encrypted files returned by CSP, 

as well as the parameters passed for related transactions. 

(5) ECP: Edge computing assists DU in decryption calculations, and is responsible for converting 

attribute-based encrypted ciphertext. 
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(6) CSP: A third-party storage is responsible for storing the encrypted data and then returning the 

hash value of the encrypted data file. 

 

Figure 1. System architecture of proposed scheme 

3.2. Implementation 

3.2.1. System initialization 

During the initialization phase, TA performs the algorithm Setup(U, 1λ)→(PK, MSK). First, input the 

system attributes domain U and the system security parameter λ. Then, output two multiplicative 

cyclic groups G1 and G2 of order p, where p is a prime number, and a computable bilinear map 

e:G1×G1→G2, where g is a generator of the group G1. 

The algorithm randomly selects parameters α, a∈Zₚ and then, for each attribute U1, U2, …, Ui(Ui∈U) 

in the system attribute domain U, randomly selects a parameter h1, h2, …, hi(hi∈G) as the attribute 

value. It then generates the system principal public key PK=(g, e(g, g)α, ga, h1, h2, …, hi) and the 

system principal secret key MSK=gα. Finally, TA sends the system master key PK to DO and DU, 

and keeps the system master key MSK confidential. 

3.2.2. Data encryption upload 

The data encryption stage is performed by the data owner DO, and the encrypted ciphertext is 

uploaded and shared. In this scheme, the encrypted data is encrypted using a combination of 

symmetric encryption algorithm AES and attribute-based encryption algorithm, so this stage consists 

of symmetric encryption algorithm encryption and attribute-based encryption algorithm encryption. 

(1) Symmetric encryption algorithms encrypt 

First, DO selects the plaintext data file m that is to be shared, then calls a symmetric encryption 

algorithm to generate a symmetric encryption key key, and finally executes algorithm Encrypt1 (m, 

key)⟶(M). The algorithm takes in the plaintext data m and the symmetric encryption key key, and 

outputs the symmetric encrypted ciphertext M. DO will upload the encrypted message M generated 

by the algorithm to the CSP for storage. After the CSP completes the storage, it will return the hash 

value H to DO. Finally, DO uploads H to the blockchain BC record. 

(2) Attribute-based encryption algorithm encrypts. 

In this section, DO formulates access strategy A=(W, ρ) based on matrix W, where W is a matrix of 

l×n, and ρ is a mapping function that maps each row of the matrix W to the corresponding attribute 

value. After obtaining the system master public key PK and the symmetric encryption key key 

obtained through the execution of the symmetric encryption algorithm by the TA, DO performs 
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algorithm Encrypt2 (key, A, PK)⟶(CT). The algorithm uses an attribute-based encryption algorithm 

to encrypt the key key. The algorithm performs the following operations on the input plaintext data 

key, access control policy A, and system master public key PK: it randomly selects a vector v⃗ =(s, 

v2, …, vn)∈Zₚ, where s is a randomly chosen and shared secret value, and for each row Wi of the 

matrix W, it calculates the inner product λi=Wi⋅ v⃗ . It then randomly selects a parameter r1,r2,…,rl∈Zₚ. 

The encrypted CT is as follows: 

 

CT=(C=key⋅e(g, g)αs, C =́gs, (C1=gaλ₁hρ(1)
−r₁

, D1=gr₁), …, (Cl=gaλₗhρ(l)
−rₗ

, Dl=grₗ))        (1) 

 

Finally, DO uploads the encrypted CT to the blockchain BC for record keeping. 

3.2.3. Private key generation for attributes 

At this stage, TA is responsible for generating the attribute private key. First, the user initiates a 

request to generate a private key for the attribute, and then sends their attribute set S to the TA. TA 

receives the user's request and the attribute set S, and then executes algorithm KeyGen (PK, MSK, 

S)⟶(SK). The algorithm takes in the set of user attributes S, the system master key MSK, and the 

system master public key PK. First, for each user attribute {Ux}x∈S, a matching attribute value {hx}x∈S 

is found, and then the algorithm randomly selects a parameter t∈Zₚ and constructs the attribute private 

key SK=(K=gαgat, L=gt, {Kx=hx
t }x∈S). Finally, TA sends the user's private key SK for the attribute. 

3.2.4. Key transformation generation 

This stage is completed by the data user DU. After obtaining the attribute private key SK generated 

by the TA, DU ensures the confidentiality of SK and encrypted data during outsourced computation 

by converting SK into a conversion key TK in this stage. DU implements algorithm TkeyGen 

(SK)⟶(TK), first inputs the attribute private key SK, then randomly selects n∈Z*ₚ and saves it. 

Finally, the generated conversion key is as follows: 

 

Ktra=K
1

n, Ltra=L
1

n, Ktrax=Kₓ
1

n, TK=(Ktra,Ltra,Ktrax)                  (2) 

3.2.5. Data decryption 

The decryption stage of data access is completed jointly by the data user DU and the edge computing 

node ECP. First, DU requests to obtain the hash value H and attribute-based encryption ciphertext 

CT. Then, DU downloads the symmetric encryption file M based on H. Finally, DU sends the 

ciphertext CT and the conversion key TK to the edge computing node ECP, allowing ECP to assist 

in the ciphertext conversion, while the final decryption process is completed by DU itself. Therefore, 

this stage is divided into two parts: the computation of the cipher transformation TCT and the 

decryption of TCT. 

(1) Cryptographic transformation calculation 

This part is completed by the edge computing node ECP. ECP performs algorithm Transform (TK, 

CT)⟶(TCT) after obtaining the ciphertext CT and the conversion key TK. Input TK and CT, if TK 

corresponds to the attribute set S∉A, then the attribute set S does not satisfy the access control policy 

of the encrypted CT, decryption fails; if TK corresponds to the attribute set S∈A, then the attribute 

set S satisfies the access control policy of the encrypted CT and {λi} is a valid share of the secret 

value s of the access matrix W, let I⊂{1,2,…,l} and define I={i:ρ(i)∈S}, where I is a subset of the 

system attribute domain U, and the algorithm computes {wi∈Zₚ}i∈I in polynomial time such that 

∑ wiλii∈I =s. Then the algorithm runs the following formula: 

 

TCT =
e(C′,Ktra)

∏ (e(Ci,Ltra)e(Di,Ktrap(i)))
Wii∈I

                         (3) 



 

308 

e(C′, Ktra) = e (gs, g
α

ng
at

n) = e (gs, g
α

n) e (gs, g
at

n ) = e(g, g)
αs

n e(g, g)
sat

n            (4) 

 

∏ (e(Ci, Ltra)e(Di, Ktraρ(i)))
wi

= ∏ (e(gaλihρ(i)
−ri , g

t

n)e(gri , h
ρ(i)

t

n ))wi = e(g, g)
sat

ni∈Ii∈I
     (5) 

 

TCT =
e(C′,Ktra)

∏ (e(Ci,Ltra)e(Di,Ktraρ(i)))
wi

i∈I

=
e(g,g)

αs
n e(g,g)

sat
n

e(g,g)
sat
n

= e(g, g)
αs

n              (6) 

 

Finally, ECP will convert the ciphertext TCT and send it to the data user DU. 

(2) Decrypt ciphertext conversion 

This part is completed solely by the data user DU. After receiving the conversion ciphertext TCT 

from the ECP, the DU performs algorithm Decrypt2 (TCT)⟶(key). By inputting the transformation 

ciphertext TCT, the key=
C

TCTn
 calculation can be used to directly obtain the symmetric encryption 

key. Using the key obtained from the above calculation and the ciphertext M downloaded from the 

CSP, DU applies the algorithm Decrypt1 (M, key)⟶(m) to obtain the desired plaintext file m. 

3.2.6. Performance analysis 

This section analyzes and verifies the proposed scheme through simulation experiments. The 

experimental environment of this paper is a Windows 11 computer with a 64-bit operating system, 

an AMD Ryzen 7 6800H processor, a CPU frequency of 3.2GHz, and 16GB of memory. The virtual 

machine environment is a 4-core 4GB memory machine with Ubuntu 20.0.4 as the operating system. 

A local server. The programming language used is Python. The cryptographic library used is pbc-

0.5.14. The blockchain network is built using the open-source HyperLedger Fabric framework and 

Docker container technology. 

This proposed scheme will compare the computational overhead with the schemes in [15, 21, 30] in 

the three stages of key generation, encryption, and decryption. 

Figure 2 shows the key computation generation time of the proposed scheme compared with the 

schemes in [15, 21, 30]. From Figure 2, it can be seen that in the attribute key generation stage, 

compared with the schemes in [15, 21], the proposed scheme has increasingly obvious advantages in 

key generation computation as the number of user attributes increases, and it is slightly better than 

the scheme in [30]. 

 

Figure 2. Calculation times of key generation 

Figure 3 shows the encryption computation time of the proposed scheme compared with those of the 

schemes in [15, 21, 30]. From Figure 3, it can be seen that in the encryption computation stage, 

compared with the schemes in [15, 30], the proposed scheme has increasingly obvious advantages in 

encryption computation as the number of attributes in the access policy increases, while being 

basically on par with the scheme in [21]. 
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Figure 3. Encryption computation times 

Figure 4 shows the decryption computation time of the proposed scheme compared with the schemes 

in [15, 21, 30]. From Figure 4, it can be seen that in the decryption computation stage, compared with 

the schemes in [15, 30], the proposed scheme has increasingly obvious advantages in decryption 

computation as the number of user attributes increases. Compared with the scheme in [21], the scheme 

in [21] has an advantage. 

 

Figure 4. Decryption computation times 

4. CONCLUSION 

In the context of smart home environments, this paper proposes a trusted data access control scheme 

combining attribute-based encryption and blockchain to improve the efficiency of shared data, protect 

users' data privacy and security, and alleviate users' computing pressure. The scheme uses a 

combination of symmetric encryption algorithms and attribute-based encryption algorithms to 

encrypt user data in smart homes and upload it to the cloud for storage. The hash value generated by 

the cloud is stored on the blockchain. When a user initiates an access transaction, the system will send 

a corresponding proof transaction to the blockchain. This method of associating blockchain 

technology with cloud storage not only enables the system to monitor and audit users but also greatly 

reduces the storage burden on the blockchain. To alleviate the decryption calculation pressure on 

users, the proposed scheme introduces edge computing nodes to assist users in performing decryption 

calculation operations. To prevent the leakage of users' sensitive information, the encrypted ciphertext 

is first outsourced to the edge computing node for partial decryption, while the final decryption 

calculation is performed by the user himself/herself. Finally, the proposed scheme is analyzed and 

validated through simulation experiments. The experimental results show that the scheme is safe and 

effective, and is suitable for smart home environments. 
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