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ABSTRACT 

This project takes the intelligent cloud computing system as the main research object. It mainly uses 
the literature analysis method to explore the data security problems in the intelligent cloud computing 
system. By investigating the development background of intelligent cloud computing, the author 
summarizes the definition of cloud computing and the characteristics of cloud computing. The author 
also makes a specific analysis of the advantages of cloud computing, and concludes that cloud 
computing is possible through safe and reliable data, low demand for clients, shared cloud data and 
unlimited possibilities. These four points are the main reasons major enterprises choose cloud 
computing to replace traditional computing resources. In the topic, the author studied the data 
security problems in cloud computing from three aspects: the problems exposed in the development 
process of cloud computing, the effective measures to protect data security in cloud computing and 
predicting the future development trend of improving data security. The authors believe that future 
research should focus on a balance between network security issues in cloud computing and 
building a secure and reliable data system. 
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1. INTRODUCTION 

With the development of network technology and computer technology, the researchers found that 

the development prospect of computers is currently in a bottleneck period. The development of 

network technology enhances the connection of the world so that computing resources can be shared 

worldwide. The research has found that the market has always had a very strong demand for 

computing resources, and the emergence of cloud computing has solved the market demand. Cloud 

computing is one of the emerging technologies in the field of computing in recent years. The 

characteristics of cloud computing, such as large-scale scalability, ubiquitous distribution and 

sociality, provide a lot of convenience for the market. To make cloud computing more meet the 

market demand, cloud computing needs to be improved. However, the development of cloud 

computing was found to it exposed some problems, such as no unified cloud computing standards, 

data security and charging model, and the lack of laws, and all these factors have an impact on the 

development of cloud computing. Among them, data security is a challenging problem. 

The research goal of this paper is to study the impact of data security factors on the development of 

cloud computing, put forward the solution to the data security problems, and finally explore the future 

development direction of data security in the cloud computing scenario. The author also believes that 

the three main aspects of data security are: confidentiality, integrity and availability. Strengthening 

data security from these three aspects can greatly improve the security of cloud computing. The 

importance and originality of this topic: The technical innovation of this topic is to summarize and 
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analyze the impact of data security on the development of cloud computing. From three main aspects: 

confidentiality, integrity and availability, we should consider how to improve data security, and then 

use statistical analysis methods to analyze the feasibility. Finally, through these schemes to improve 

the data security, we can predict the future development trend of the data security improvement. 

2. LITERATURE REVIEW 

2.1. Define Cloud Computing 

The authors find that there are many definitions of cloud computing, and there is no unified definition. 

Wang, Z. (2014) And others believe that cloud computing is an Internet-based service, while mobile 

cloud computing is the availability of cloud computing services in the mobile environment. While 

Makwe, A. (2024) and so on, the cloud is based on the virtual mode to provide users with high-quality 

services. In addition, the cloud can also provide users with computing resources and service access 

to customers according to their needs. Faiza Qazi (2024) believes that cloud computing belongs to 

distributed computing, which provides hosting services for users based on the Internet. Karamany, 

T.S. (2024) et al., cloud computing is based on the virtualization principle of operation, which is used 

for multiple customers based on a large machine, and believes that they all have their proprietary 

resources. After summarizing some representative definitions, Teng Ping (2012) will finally define 

cloud computing as the release of applications through Internet service-based services, and realize 

the relevant system software and hardware involved in these services. Brzozowska-Rup, K. (2024) 

According to the definition given by the National Institute of Standards and Technology, we 

concluded that cloud computing is a model, which can realize the shared pool of ubiquitous, 

convenient and on-demand network access to configurable computing resources. 

2.2. Characteristics of Cloud Computing 

First, cloud computing is a new technology based on the analysis of big data. Galego, N.M.C. (2023) 

It is believed that big data is characterized by large quantity, fast speed, large type, scalability, 

flexibility and cost effect. Big data organizes large and complex data sets generated from various 

sources. Cloud computing can counter computing that analyzes large amounts of data by improving 

scalability and low-cost solutions. Whereas Karamany, T.S. (2024), believe that cloud computing has 

revolutionized the way people manage and use computing resources. It provides better computing 

methods such as scalability, flexibility and cost-effectiveness, which are also the characteristics of 

cloud computing. In addition, cloud computing also provides cost-saving opportunities for small and 

medium-sized enterprises to avoid buying expensive hardware resources, which also reflects the 

relatively low price of cloud computing. Because cloud computing has the significant advantages of 

managing resources and business continuity in unlimited storage in the cheapest way, cloud 

computing is popular in the IT industry. Teng Ping (2012) found that the characteristics of cloud 

computing include safe and reliable data, low client demand, easy sharing of data and unlimited 

possibilities. In addition, she concluded that the development of the ICT business platform and IDC 

centre in recent years both need the support of cloud computing technology and establishment and 

development based on the cloud computing model, which is also the reason why cloud computing 

has been a hot topic in recent years. Brzozowska-Rup, K. (2024) also mentioned that since cloud 

computing can flexibly and scalably provide infrastructure and computing capabilities, reduce costs, 

provide professional services and manage on demand, it can still update software without the need to 

install or maintain software. Cloud computing has a special position in services because of these 

advantages. As an innovative information technology, it can share and use external software resources, 

and cloud solutions are provided by subscription instead of purchase and maintenance. As a result, 

individuals, businesses, and public institutions have all decided to migrate to computers. 
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3. SAFETY PROBLEM ANALYSIS OF CLOUD COMPUTING 

Data security issues are very important to the development of cloud computing. Cloud computing is 

developed based on big data, and data sharing is the most common form, which usually refers to the 

unified management and storage of all data in a resource pool. According to the market demand, 

cloud computing is directly or indirectly used in many businesses. For enterprise companies, 

computing data is very important, and for enterprise customers, data loss or leakage can have very 

serious consequences. If the data security problem in the cloud computing platform cannot be solved, 

it will not effectively isolate and protect the data of each enterprise, and then the enterprises will not 

choose to use the cloud computing platform to store their data, which will also limit the widespread 

use of cloud computing technology. Therefore, in the process of improving the cloud computing 

platform, we need to pay attention to ensure the security and integrity of enterprise data, and 

determine the access scheme of data storage. G. Visalaxi (2023) has proposed that various security 

vulnerabilities in cloud computing systems will affect any network and computing in open networks 

and distributed environments. This type of client-server architecture and internal communication 

processing has been important because of the risk assessment of different cloud system layers and 

components. Security issues occur during handling important data, transactions and public 

communications, including internal and external attacks, such as attacks on users, hardware quality, 

etc., which put the entire cloud computing system at risk. 

Cloud security refers to the security measures that protect the data, applications, and infrastructure 

stored in the cloud. Since the vast majority of enterprises are currently using cloud computing in some 

form, cloud security is necessary in this case. B. Ranganatha Rao (2023) and others mentioned that, 

to protect all security, cloud security must handle connections to all, applications, and data. Public 

cloud security is used to ensure that customers always have access to applications and data, which 

also helps service providers address any potential security issues promptly. Shivaramakrishna, D. 

(2023), believe that advanced security mechanisms are the basis for the rapid spread of cloud 

computing and that security mechanisms can be used to protect sensitive data stored in remote servers. 

But the shift also poses a host of security issues, especially in protecting private information stored 

on cloud servers. Cloud solutions show unparalleled advantages of scalability, accessibility, and 

availability over traditional local data storage. The cloud computing system stores its data in remote 

data centres that run under a decentralized architecture introduced by cloud computing. However, 

security vulnerabilities can often occur in environments where data is moved, processed, and stored 

across networks, with important issues such as data leakage, unauthorized access, and internal threats. 

In addition, as cloud resources are shared, concerns are raised about the isolation and division of data 

between users. The authors believe that maintaining data confidentiality is the core principle of secure 

cloud data storage. The authors believe that the best way to address this problem is to conduct regular 

integrity checks and audits to promptly detect any unauthorized changes. 

4. EFFECTIVE MEASURES TO PROTECT THE DATA SECURITY IN 
CLOUD COMPUTING 

4.1. Data Security System 

 Cloud data security systems can determine the basic security of a product because the system is built 

based on careful experiment and evaluation strategies. Ensuring the quality of cloud computing data 

security products is conducive to the improvement of cloud computing and information safety. 

Establishing a physical security system is an effective measure to maintain data security, and the 

system can never be accessed through cloud services. To protect users' data security, service providers 

must provide the necessary security settings for personal network clouds from a distance. The author 

studies the security problem of cloud computing and finds that the lightweight data security system 

can be applied to maintain the data security problem of cloud computing platforms. The core factor 
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of encryption technology is a common key encryption way that utilizes secret data to encrypt the 

initial report and transmits the key with the encoded data to the destination. The danger associated 

with symmetric encryption is the private-key transmission over the network. The authors find that the 

threat of symmetric encryption can be resolved through a secure approach, passed to different clients, 

and distributing data securely by encrypted information, sender and recipient, before making 

concessions to the key while trying to make it appropriately longer. However, the purpose of this 

study is to create and establish a strategy to achieve security by using lightweight keys acting as a 

tool to mediate users and operations. The survey found that encryption still provides high protection 

for the data. Considering the performance and security issues, they remain incredibly difficult even 

if it is in the verifiable case. 

To address the various inefficiencies of existing server solutions, it is now necessary to create a unique 

cloud data security model. Cybersecurity capabilities can be studied by providing tutorial exercises 

and cryptography research, as well as group security innovations. Based on a massive decomposed 

simple encryption system, there is an inevitable trade-off between the safety of ciphertext and its 

encryption. The result of allowing consumers to audit cloud storage with extremely lightweight 

connectivity and computing costs is a rapid localization of information errors while ensuring solid 

cloud capacity, which is also identifiable evidence of entry into the prank server. Sometimes, 

outsourcing is the only way to protect data privacy and combat random visit within the cloud. 

4.2. Blockchain IAS Protocol 

The most important goal of the blockchain IAS model is to achieve a digital signature. This usually 

requires five basic components, the specific function of the hash, the dual group key, and each 

confidential communication instance value. The study is mainly divided into three parts: digital 

identity administration, visit control of information sharing and blockchain-based validation 

agreement. 

4.2.1. Digital Identity Administration 

Digital Identity administration is the course of establishing and administering a special digital identity 

for an individual or entity in a safe and interoperable mode. At the current, digital identity 

administration has attracted much attention because of its scattered and safe storage of user identity 

data. Studies have found that users' identity data, for example names, ages, and social numbers, could 

all be stored in their separate accounts in a scattered mode. This account also has a number identifier, 

which is called a cloud identity. They are controlled by a blockchain network that uses licensed and 

smart contract-based identity managers. Blockchain can store private keys to these identity managers 

and be used for certification to visit information or services provided by tissues or service providers 

that build duty with the platform. 

4.2.2. The Digital Identity Administration Treaty 

The main application of blockchain technology on cloud computing platforms is the digital 

administration treaty, which is projected to administer identity and ascribes to a scattered manner. 

The treaty is mainly divided into two stages. The first stage includes the intelligent contract, which 

fills a post a limiting surface. In addition, the administration of identity and attribute management are 

its main functions. In the next place, the intelligent treaty pays attention to digital addresses, which 

also include cabinet keys and governmental keys or signatures. Among them, duty plays an important 

role in exchanging properties between different instances in the system to guarantees actuality. Digital 

identity administration mainly involves four aspects, namely, forefront identity manager, attribute 

patent manager, information centre and cloud users. By using this treaty, mandatory access control 

lists can be executive and precise rights are available to consumers. The validation process proceeds 

with each calculation during the visit, which makes it extremely challenging for an attacker to visit 

the digital accordance. In conclusion, the utility of blockchain method in the identity governance 

Treaty provides an effective solution to enhancing the security and privacy of cloud computing. 
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4.2.3. Blockchain-based data sharing and access control 

 The authors view a blockchain-based visit control institution as a theory that facilitates safe visit to 

cloud computing platforms by accomplishing a scattered and constant general account of employ 

command strategies. At the same time, it can ensure that only licenses can access cloud resources by 

using a licensed blockchain network with an access control list. Currently, access control systems 

work by keeping employ command strategies in a blockchain technology, which is subsequently 

performed by smart agreements. These strategies provide precise access to each consumer or group 

of consumers. After utilizing a digital identity administration treaty, which invests blockchain theory 

to produce and process numerical accordance. In an access control institution, each visit request to a 

cloud computing platform parents the confirmation course of a smart treaty-based visit possess 

institution, which makes sure that merely franchised consumers with suitable rights can visit the 

information on the cloud computing platform. The utility of blockchain theory is to spread out access 

control systems, be tamper-proof and tough illegal variations, thus intensifying the safety and privacy 

of the cloud computing circumstance. In addition, research has found that both identity management 

and access control management processes are based on a blockchain using smart contracts. And each 

data provider runs its access control manager contract. Each identity token is displayed in a format 

and stored in Lgdr. 

5. CONCLUSION 

The author explores the reasons why the market chooses cloud computing compared with the 

traditional computing methods from the aspects of the development background of cloud computing, 

the definition of cloud computing, the characteristics of cloud computing and the analysis of the 

advantages of cloud computing. The author found that compared with traditional computing systems, 

intelligent cloud computing systems are more flexible, and cloud services have certain benefits for 

both enterprises and individuals.  After the analysis of the advantages of cloud computing, the author 

found that the security and reliability of data, the low demand for clients, the shared data and the 

infinite possibility have become the biggest reasons for people to choose it. 

In addition, the author also puts forward suggestions for the future development of cloud computing 

from the problems exposed in the development process of cloud computing, the effective measures 

to protect data security in cloud computing and predicting the future development trend of improving 

data security. First, the author analyzes the problems exposed in the development process of cloud 

computing, mainly analyzing the current shortcomings of cloud computing from the standardization, 

security and business model issues. The analysis found that the current problems are data security, 

cloud platform service charging model inconsistency and inconsistent cloud computing standards. 

This topic mainly analyzes the problem of data security and puts forward some effective measures to 

protect data security in cloud computing, such as the establishment of a data security system and 

blockchain IAS protocol. The author believes that cloud computing can be better used in the market 

in the future after improving security. Data security issues can be solved or improved after some 

measures. Future research will focus on finding a balance between network security issues in cloud 

computing and establishing a secure and reliable data system. 
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