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ABSTRACT

At present, the main hardware vulnerabilities of FPGA come from the security threats of hardware
backdoors. A hardware backdoor is a malicious circuit planted in an FPGA that, if activated, will
cause the FPGA to perform unintended functions. The hardware backdoor is composed of trigger
and payload. When the condition of the trigger is satisfied, the malicious function will be realized
through the payload circuit. Hardware backdoors often result in data errors, functional failures,
information leaks, unauthorized access, and even shortened lifetime of FPGAs.
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1. INTRODUCTION

In recent years, there is a new kind of attack circuit, that is, physical damage circuit, which will make
the dynamic current of FPGA increase sharply after being activated. On the one hand, the surge
current will cause the voltage fluctuation of the FPGA power supply pin, so that the timing constraints
of some critical paths can no longer be satisfied, leading to the functional failure of the FPGA. On
the other hand, the increase in FPGA power consumption over a long period of time will make the
device heat significantly, which will induce the device to enter a state of overheating, and even cause
the device to burn. According to our research experience, FPGA physical damage circuits are divided
into two types: short circuit attack and voltage drop attack. The current typical physical damage
circuits and their detection methods are summarized in Table 1.

In terms of short-circuit attack and detection: As early as 1999, Hadzic et al from the University of
Pennsylvania in the United States demonstrated a special FPGA attack mode, which would send
multiple driver modules inside the FPGA to the same wired resource and thus generate a short circuit
[18]. Hadzic et al. demonstrated the effectiveness of this attack method on Altera’s FIex8000 series
FPGAs. Although this attack exploits the specific structure of the shared column connection in the
FIex8000FPGA, most modern FPGAs do not allow multiple devices to drive the same connection,
and this short-circuit connection configuration is easily detected by bitstream detection tools, this
method is the first to demonstrate the feasibility of a short-circuit attack.

In 2010, Beckhoff et al. from the University of Oslo in Norway proposed the first practical FPGA
short-circuit attack circuit, which overwrites the configuration bit of the internal multiplexer of CLB
(ConfigurableLogicBlock, programmable logic block) through the run-time reconfiguration function
of FPGA. Various short-circuit attack circuits, such as short, medium and long term, have been
realized [17]. In XilinxVirtex-1IFPGA, a single attack circuit can increase current consumption by
more than 12.7mA. Beckhoff noted that the short-circuit attack circuit cannot be detected in the
synthesis phase, but can be identified by the ReCoBus bitstream detection tool.
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Table 1. FPGA physical damage circuit and detection methods

Attack type Damage circuit Detection method
Short- Multiple device drivers share column connections. University ~ Bitstream Check
circuit of Pennsylvania, 1999, Hadvic [16]
attack Multiplexer and runtime reconfiguration. University of Oslo, ReCoBus

Norway, 2010, Beckhoff [17]
PS-DAC, Change the PIP configuration bit. Bitstream Check
2014, Brigham Young University,
Daniel [18]
Power drop LUT5-RO, FPGAhammer. Bitstream Check*
attack 2017-2018, University of Karlsruhe, Germany,
Gnad et al [21]
LUT6-RO, MUX-RO, FF-RO, etc. FPGADefender*
2019, University of Manchester, UK,
La et al [23]
D Latch -RO, Burr clock oscillator. null

2019, University of Karlsruhe, Germany,
Krautter et al [22]
GlitchAmplification. null
2020, University of Manchester, UK,
Matas et al [25]
* This detection method has limitations

In terms of power drop attacks and detection: In 2011, Ziener et al. from the Software/Hardware
Collaborative Laboratory of University of Erlangen-Nuremberg in Germany proposed a novel FPGA
module design [19], which connects multiple cycle shift registers to the same clock signal and
changes the data flip rate by enabling/disabling shift registers, thus affecting the power consumption
of FPGA. To artificially introduce a voltage drop on the FPGA power supply pin. While the module
is designed to divulge internal information through voltage changes in the power pin (i.e., the FPGA
power side channel), the module clearly demonstrates for the first time how operating data flip rates
can affect FPGA power, triggering a device voltage drop. Then in 2013, Zick et al., from the
Information Science Research Center of the University of Southern California, used Torc software
tool to connect a large number of unused PIPs in XilinxKIntex-7 FPGA to the same signal, and flipped
the levels on these signal wires to increase the device power instantaneously. Can result in a 31%
instantaneous voltage drop on the FPGA power supply pin [20]. The above two studies have
completed the exploration of the principle of voltage drop attack, paving the way for the practical
design of FPGA voltage drop attack.

Based on the above theoretical exploration of voltage drop attack, the first FPGA voltage drop attack
circuit was the LUT5-RO circuit proposed by Gnad et al of the Computing Science Research Center
of the University of Karlsruhe in Germany in 2017 [21]. Gnad et al. looped the output port of the
LUT5 unit configured as a reverse gate in the FPGA to the input port, thus forming a RO
(RingOscillator, ring oscillator) circuit, and connected multiple RO to the same enable signal for
control, through the rapid self-oscillation of the RO circuit to implement voltage drop attack.
Experiments show that the voltage drop attack circuit can be generated by standard FPGA design
tools and can successfully crash XilinxVirtex6, Kintex7, Zynq7000 and other types of FPGA systems.
It should also be noted that Gnad notes that only some of the latest FPGA design software has a
BitstreamCheck feature that allows combinatorial logic checks to prevent combinatorial logic
loopback circuits like RO, and that this feature can be intentionally turned off. Therefore, innovative
efforts are needed to effectively detect and prevent such attacks.
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The attack method of Gnad et al. has been improved in literature [25]. In 2018, his team's Krautter et
al. showed that by making RO self-oscillate at a slower frequency and continuously enable/disable
individual RO in the RO array, a more significant attack effect can be produced. The proposed
FPGAHammer attack method still uses LUT5-RO circuit, but a special RO activation mode is
designed to maximize the effect of voltage drop attack.

In 2019, La et al., University of Manchester, UK, conducted a detailed study on RO-based voltage
drop attack circuits in literature [23], and expanded a variety of deformation circuits such as LUT6-
RO, MUX7-RO, MUX8-RO and FF-RO on the basis of Gnad research. Meanwhile, aiming at RO-
based voltage drop attack circuit, La et al. proposed a defense tool FPGADefend, which can detect
and identify self-oscillating circuit in FPGA to prevent RO voltage drop attack. FPGADefend can
successfully prevent basic RO attacks, but with the development of attack means, new defense means
need further research.

In 2019, Krautter et al. further improved the RO circuit in literature [24] and proposed two non-
combinational logic voltage drop attack circuits: D-latch-RO circuit and burr clock-based oscillator
circuit [28]. Since these two attack circuits are composed of sequential logic, BitstreamCheck's
combinatorial logic check function is disabled against them.

In 2020, Matas et al. from La's team proposed the voltage drop attack circuit for GlitchAmplification,
which consists of two parts: the burr generating circuit and the power consumption network [25]. The
burr generating circuit consists of an XOR gate with a multistage delay input (XOR tree), which can
produce a rapidly flipping burr signal at the XOR gate output by carefully adjusting the delay length.
The power consumption network is composed of wired resources all over the FPGA. When the burr
signal is transmitted on the network, it can consume a lot of FPGA power consumption and cause
voltage drop. Matas points out that because the GlitchAmplification circuit does not contain an RO
oscillator, this cannot be detected by detection tools such as FPGADefender.

2. MECHANISM OF FPGA DAMGE CIRCUIT
2.1. Formation Mechanism of Short Circuit Attack Circuit

The short-circuit attack circuit causes a short circuit in the circuit by modifying the internal
connection configuration of the FPGA, and thus consumes a large amount of power. Depending on
the duration of the short circuit, the attack mode can be divided into the following three types:

(1) Long-term short circuit: The short-circuit connection formed can persist for a long time, usually
caused by single particle flipping or configuration bit damage.

(2) metaphase short circuit: If a new bit is written without the original configuration bit being cleared
during connection configuration data modification, a short circuit may occur a period of time before
the new configuration bit is refreshed.

(3) short-term circuit: refers to the short circuit connection whose current peak duration is shorter
than 1ns. The generation mechanism of these three short-circuit attacks will be discussed separately
below.

2.1.1 Long-term Short Circuit

When configuring a switch matrix multiplexer, there are two possible reasons for a short circuit: 1)
there are two or more bits of 1 in the gc; 2) At least one bit is 1 in gc and at least two bits are 1 in gr.
If these conditions are met, the inputs of both multiplexers are connected to the outputs at the same
time. When the two input drivers are the same logical value, no short circuit will occur; When two
input drivers have different logic values, a short circuit occurs.
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Assume that the probability that the input drives logic 1 is p, and the probability that the logic 0 is 1-
p, and assume that the different input drive values are statistically independent. When the k bitis 1 in
gc and the | bit is 1 in gr, the k> inputs of the multiplexer will be connected to the output. If all the
connected inputs drive the same value, no short circuit will occur. The non-short circuit probability
value pnse, which includes both all inputs of 1 and all inputs of 0, can be expressed by the following
formula:

Prsc = pX'+ (1 - p)! 1)

When k=I=1 and only one input and output are connected, then pnsc is equal to 1. In addition, the
probability of a short circuit occurring psc=1-pnsc. Because such short-circuit connections can persist
during operation, they are classified as long-term short-circuits.

2.1.2 Metaphase Short Circuit

When modifying the connection configuration data, if new bits are written without clearing the
original configuration bits, an intermediate short circuit may occur.

Assume that only 1bit of configuration has changed in g, and all bits in gr remain unchanged. Let
the m; bit in c1 be 1 and the mi bit in c2 be 1; Assume that the configuration bit mi is on frame f and
mj is on frame g, and that the configuration data of frame f is written before the data of frame g. When
the original configuration cl is still active, the configuration input for frame f of configuration c2 is
written, resulting in two bits of 1 in the group gc. This may cause a short circuit to occur. This short-
circuited connection will continue until the c2 configuration has written to frame g. It can be seen that
the duration of the intermediate short may increase with the number of frames s

2.1.3 Short-term Circuit

In the above example, m; and m; are located in different frames (f and g). If both are in the same
configuration frame, the modification of the configuration bits will be completed within one clock
cycle. An instantaneous short-circuit connection may still occur at this time, but because of its short
existence time, usually less than 1ns, such a short-circuit is classified as a short circuit.

2.2. Voltage Drop Attack Circuit Generation Mechanism

The generation mechanism of the voltage drop attack can be described as: by generating a large
amount of bit flipping activity within the FPGA for a short time, it pulls a large amount of current
and creates a voltage drop on the FPGA power supply pin. When the voltage drop exceeds the device
threshold, the FPGA will enter an abnormal state, and even when the turnover activity stops and the
voltage drop disappears, the device still cannot return to the normal working state. At the same time,
a large amount of current consumption will cause the device to heat up sharply in a short period of
time, resulting in the device entering an overheated state, even until the chip burns. According to
different ways of pulling current, the realization of voltage drop attack can be divided into voltage
drop attack circuit based on large fan-out RO network and voltage drop attack circuit based on burr
amplifier line.

2.2.1. Voltage drop attack circuit based on large fan-out RO network
(1) Combined circuit RO

The original RO was a ring oscillator circuit consisting of an odd number of reversers connected end
to end. The frequency of RO can be calculated by the propagation delay of the entire combined loop,
including the propagation delay tlogic and path delay tnet of logical blocks such as LUT and DSP, as
shown in equation (2):
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1 1
tRO 2 X (tlogic + 1:net)

At present, the existing research uses LUT to realize RO. The project team analyzed the internal
architecture of logic (i.e. SliceL/SliceM), arithmetic (i.e. DSP48E2) and BRAM units in
UltraScale+FPGA to determine whether they can constitute RO:

fRO -

)

Slice: RO can be designed by its internal LUT, D latch, etc. In addition to this, it can also (1) form
the path of RO through the on-chip MUX (F7Mux and F8Mux multiplexers); (2) The path of RO is
formed by carry logic.

DSP: A counter can be implemented by feeding the output of the DSP back to the input without using
any registers in the feedback path to form an RO. The DSP48E2 primitive includes not only a
multiplier, but also an ALU that can perform bit operations faster than arithmetic operations.

BRAM: BRAM consists primarily of sequential circuits, where the only combined part is located in
its cascading logic. However, cascading chains have dedicated bottom-up routing resources that
cannot be controlled by user logic, and cascading multiplexers are controlled by triggers. Therefore,
you cannot build RO using BRAM.

In terms of the efficiency of RO voltage drop attacks, even for basic RO using LUT, we find that
different LUT6 units within CLB and RO implemented with different LUT inputs vary considerably
in oscillation frequency and current consumption. The oscillation frequency of RO is distributed in
the range of 1GHz to 6GHz, and the current power is not necessarily related to the flipping frequency
of the oscillator. Because the propagation path is longer RO although the oscillation frequency is
lower, but because the path is longer, the current consumption of the signal propagation process is
higher.

(2) Uncombined circuit RO

Another way to implement RO is to introduce an uncombined circuit loop. For example, by creating
multiple paths of different propagation delays from the output of a single T flip-flop to the LUT, this
will result in a short flip of the level at the LUT output configured as an XOR gate. The LUT output
is then fed back to the clock input pin of the T flip-flop, from which an uncombined circuit RO is
created. When the time difference between the two output paths of the T flip-flop is 218ps, the
oscillation frequency of the measured RO is 481MHz. You can also manually optimize the RO's
oscillation frequency by using different local routing options to fine-tune the routing latency.

2.2.2. Voltage drop attack circuit based on burr amplification

In a timing design, the output of the trigger can change state at most every clock cycle, so its activity
factor is 1/2 of the clock frequency. For example, if the output of a trigger is fed back to the input
through a reverse gate, the activity factor of the loop is equal to the general clock frequency. However,
by implementing the combinatory logic of inputs with different propagation delays into the FPGA, a
burr will be created as shown in the figure below.

Increasing the activity factor by a burr amplifier circuit can produce frequent turnover activity that
has consumed a large amount of current. The burr amplification attack circuit consists of two parts:
burr generating circuit and current consuming circuit. The burr generating circuit is a standard T flip-
flop with a delay chain and a wide input XOR gate. For example, the output of a 200MHz T flip-flop
is connected to a delay chain and plugged into a 6-input XOR gate. By adjusting the delay value of
the delay chain, the activity factor of the XOR gate can be 3. At this point, the output of XOR can
reach 3 times the clock frequency (600MHz). The burr amplifier circuit consists of lines throughout
the FPGA. In the burr amplification line voltage drop attack circuit, the main source of current
consumption is not the burr generating circuit itself, but the wires and components on the current
consumption network path. Therefore, the attack circuit has strong concealment.
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3. CONCLUSION

It is found that when a certain number of RO rings are deployed and a suitable switching frequency
is given to the RO rings, the voltage drop attack will be upgraded to a DoS attack, the FPGA chip
will crash.
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