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ABSTRACT 

In recent years, with the development of new networking technologies, the demand for networks has 
shifted from simple resource sharing to large-scale content distribution. This change has led to the 
gradual inadequacy of the traditional TCP/IP architecture in meeting the current needs of production 
and daily life. In this context, Named Data Networking (NDN) has emerged. NDN networks, with their 
content-centric nature and features such as in-network caching, multi-source forwarding, and routing 
control, have attracted significant attention from researchers both domestically and internationally. 
However, the novel architecture of the network also presents new challenges for congestion control 
research in NDN. This paper conducts thorough research on the related work of congestion control 
in NDN, provides a detailed overview of existing research efforts in NDN congestion control, and 
describes potential future research directions in NDN congestion control. The aim is to provide 
valuable references for future research on congestion control in NDN. 
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1. INTRODUCTION 

In recent years, the functionality of the Internet has shifted from resource sharing to large-scale 

content distribution and retrieval. Traditional network architectures have gradually become 

inadequate to meet this transformation [1]. In order to provide better network services and meet user 

needs, researchers both domestically and internationally have collaborated to develop Named Data 

Networking (NDN) [2]-[4]. 

NDN is a network architecture that centers around named data, allowing information retrieval and 

routing based on names. The name-centric architecture of NDN decouples content from its location, 

providing greater flexibility. Additionally, NDN natively supports features such as multi-source 

communication, multipath routing, and network caching. 

In addition to the new network architecture, congestion control mechanisms play a crucial role in 

network transmission. Congestion control mechanisms not only directly determine the actual 

performance of the network but also have a significant impact on users' network experience. As 

shown in Figures 1, in an ideal scenario, a comprehensive congestion control mechanism can fully 

utilize network resources and ensure a satisfactory user experience for all users. However, in real-life 

situations, the actual usage of the network can vary significantly due to factors such as link load, 

router load, and user scale. Moreover, the impact of congestion on network operation varies under 

different network loads, ranging from busy to congested and from congested to deadlock. Each 

instance of congestion intensification can lead to more severe issues, such as packet loss, link 

instability, and increased access time. Therefore, research on congestion control is of utmost 

importance in addressing network congestion issues. 
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However, these rich mechanisms also make congestion control in NDN more complex. This paper 

focuses on congestion control in NDN, starting from the perspective of network congestion. The 

organization of this paper is as follows: Section 1 serves as the introduction, Section 2 introduces the 

relevant content of network congestion, Section 3 presents the current research on congestion control 

in NDN, including receiver-driven congestion control, hop-by-hop congestion control mechanisms, 

hybrid congestion control mechanisms, and other congestion control mechanisms in NDN. Section 4 

will discuss future research directions for congestion control in NDN. 
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Figure 1. Congestion Control Mechanism Function 

2. INFORMATION RELATED TO NETWORK CONGESTION 

Network congestion is a common phenomenon in which the actual amount of data transmitted during 

a specific period exceeds the capacity of the network link, resulting in a degradation of network 

performance and impacting user experience [5]. 
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Figure 2. Throughput response time vary with network load 

Figure 2 depicts the relationship between throughput and response time as network load varies [6]. 

In the early stages of network operation, as user requests increase, the amount of data that needs to 

be transmitted through the network also increases, leading to linear growth in throughput, as shown 

in Figure 2(a). Along with this, the response time gradually increases, as indicated by point K in 

Figure 2(b). After reaching point K, the throughput continues to increase as the network load 

approaches its peak. However, once it exceeds the throughput threshold at point C, the network 

becomes overloaded, leading to severe packet loss, which is a significant cause of the sudden drop in 

throughput. At this stage, the response time also reaches its maximum, resulting in a poor user 
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experience, as shown in Figure 2(b). Through analysis, it can be inferred that the user experience is 

better when the network load is around point K, while it becomes extremely poor beyond point C. 

Therefore, congestion control aims to stabilize the utilization of network resources near point K. 

Therefore, being able to dynamically adjust resource utilization according to needs and coordinate 

resource allocation across different parts of network transmission is what holds greater practical value.  

3. CURRENT RESEARCH ON NDN CONGESTION CONTROL 

3.1. Receiver-Driven Congestion Control 

Receiver-Driven Congestion Control mechanism is similar to traditional control methods, where the 

data consumer side restricts the rate of interest packet transmission to achieve congestion control 

objectives. 

ICP [7] is a typical example of a receiver-driven algorithm. In ICP, the receiver maintains an interest 

packet expiration timer on its side. If the timer expires, it is considered as a packet loss. To achieve 

reliable data transmission, the consumer retransmits the interest packet after a packet loss. By 

employing this approach, the consumer determines congestion control not based on packet loss but 

instead relies on the timer, as shown in Equation 1. 

Where RTTmin and RTTmax are the calculated from the history of receiving consecutive 20 data 

packets (excluding retransmitted packets). Additionally, ICP also utilizes AIMD as a congestion 

window adjustment mechanism, allowing it to quickly acquire network bandwidth resources. 

Moreover, to address resource allocation issues between different interest flows, ICP incorporates a 

bandwidth allocation mechanism. This mechanism enables different interest flows to share routing 

resources and obtain equal downstream bandwidth, facilitating efficient resource utilization and fair 

distribution. 

 

min max min( -RTT RTT RTT   ）                        (1) 

 

To make ICP suitable for multi-path scenarios, the RAAQM protocol [8] was proposed. In RAAQM, 

each data packet adds router identifiers during forwarding. Then, the receiver detects the RTO 

(Retransmission Time Out) for each route based on different sequences of router identifiers. Although 

RAAQM can address the issue of uncontrollable RTT (Round-Trip Time) on different paths, its 

practical performance is not ideal due to the overhead of maintaining multiple cost information by 

the consumer. Apart from consumer-based statistical methods, there are also approaches that utilize 

routing nodes in the NDN network. 
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Figure 3. Transmitting procedure 

For example, the ECP protocol [9] categorizes congestion levels into three levels and feeds back 

specific congestion level information to the receiver through explicit labeling. The receiver adjusts 

the congestion window (cwnd) using the MIAIMD algorithm. Another approach is the congestion 

control method based on VCP [10], which also considers link load. Intermediate nodes mark the 

congestion state based on the load factor. The consumer adjusts the interest packet transmission rate 

based on the received load factor. Figure 3 illustrates the process of active queue detection by 

intermediate nodes. Each cycle period T is evenly divided into N segments, where the duration of 

each segment (T/N) represents the probing period for the data queue length. Throughout the entire 

cycle period T, N+1 queue lengths q are calculated to update the load factor based on the changing 

trends of the queue length. 

This type of receiver-driven congestion control protocol achieves congestion control by allowing the 

consumer to manage the transmission of packets, thereby reducing the influx of new traffic into the 

network from the source. However, most existing receiver-driven algorithms have a single congestion 

detection method and limited consumer control capabilities. They may not be able to respond 

promptly in the event of severe network congestion, leading to a significant number of packet losses. 

3.2. Hop-by-Hop Congestion Control 

The hop-by-hop congestion control algorithm is controlled by the intermediate nodes. When an 

intermediate node receives data, it adjusts its own forwarding rate based on its congestion condition, 

such as queue length, queuing delay, etc., using a congestion control algorithm [11]. 

In the Window-based protocol [12], the routing nodes multiply their own interest packet forwarding 

rate with the RTT of neighboring routers. This product is used as the optimal rate for each flow, 

effectively utilizing the network's bandwidth resources. The HIS protocol [13] considers that both 

interest packets and data packets can cause congestion and takes into account the correlation between 

them. The author utilizes mathematical analysis to determine the interest packet transmission rate, 

but the HIS protocol does not address flow fairness. The SF algorithm [14] sets rate limits for each 

interface, enabling more fine-grained restrictions on interfaces and content. The HoBHIS protocol 

[15] combines the queue utilization of different routers and the currently available resources to 

calculate the interest packet forwarding rate. Its working mechanism is illustrated in Figure 4, and the 

rate control is governed by Equation 2. 
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Figure 4. Working mechanism of HoBHIS 

In the given context, ( )t represents the interest packet sending rate at time t, A(t) represents the 

response delay, h is a variable parameter, r represents the node's buffer capacity ratio, e(t) represents 

the utilization of the transmission queue, and C(t) represents the available bandwidth resources at 

time t. 

Indeed, while hop-by-hop congestion control can respond more quickly to network congestion, a pure 

hop-by-hop mechanism is insufficient to guarantee optimal control performance. This is because 

when the receiver's sending rate cannot be adjusted in real-time based on the link status, hop-by-hop 

mechanisms cannot prevent new traffic from entering the network at the source to address congestion 

issues. 

3.3. Hybrid Congestion Control 

Hybrid Congestion Control is a new mechanism that combines the two aforementioned congestion 

control approaches. Compared to a single approach, the hybrid mechanism offers improved flexibility 

by incorporating control from both intermediate nodes and receivers, making it more suitable for 

congestion control in complex network environments [16]. 

The BCON algorithm [17] utilizes Active Queue Management (AQM) mechanism to manage 

congestion through queue-based management. When the intermediate node's pending packets exceed 

the queue length, a probabilistic packet dropping strategy is employed, triggering the NACK 

notification mechanism for each dropped packet. Upon receiving the NACK message, the receiver 

can reduce its interest packet sending rate to avoid further packet losses. The working mechanism is 

illustrated in Figure 5. 
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Figure 5. BCON control mechanism 
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The HR-ICP algorithm [18] incorporates hop-by-hop control into the ICP framework. The receiver 

sets a timer for each interest packet it sends, and if no corresponding data packet is received within 

the timeout period, it reduces the cwnd. The intermediate nodes allocate a virtual queue for each 

prefix and maintain a credit counter for each virtual queue. The credit counter helps estimate the 

downstream link rate information, which is used to adjust the forwarding rate. 

The CHoPCoP algorithm [19] sets a queue length threshold at the routing nodes. When the queue 

exceeds the threshold, it triggers the fair sharing of interest packets mechanism for hop-by-hop control. 

Additionally, in cases of severe network congestion, the receiver also adjusts the congestion window. 

Other algorithms such as B-ICP [20] and Rate-based [21] operate by obtaining network status from 

intermediate nodes and adjusting the interest packet sending rate using either the receiver or the 

intermediate nodes. 

These algorithms utilize the information from intermediate nodes to adjust the interest packet sending 

rate, either at the receiver or intermediate nodes, by acquiring network state information. 

3.4. Other NDN Congestion Control Methods 

The aforementioned three control approaches primarily rely on fixed rules as their design concept. 

The main limitation of this rule-based design is the inability to adjust congestion control strategies in 

a timely manner based on real-time network conditions. As a result, an increasing number of 

researchers are exploring the integration of machine learning, reinforcement learning, and network 

congestion control to make networks more intelligent. 

In the traditional networking domain, Dong et al. proposed the PCC algorithm [22]. The PCC 

algorithm enables each sender to continuously observe the relationship between its actions and 

historical performance, allowing the sender to choose actions that sustain high network performance. 

Building upon PCC, Dong et al. further introduced the PCC Vivace algorithm [23], which 

incorporates online learning optimization algorithms to provide better assistance for network 

performance (throughput, latency, loss). Other algorithms include the QTCP algorithm proposed by 

Li et al. [24]. 

Although these algorithms cannot be directly applied to NDN, they provide new insights for many 

NDN researchers. For example, Narayan et al. proposed the CCP algorithm [25], which utilizes 

network state information (RTT, reception rate, loss rate, etc.) to control data transmission rates on 

multiple data paths to achieve congestion control. Additionally, Liu et al. developed the ACCP 

algorithm [26], and Jiayu Yang et al. proposed the IEACC algorithm [27]. Furthermore, Dehao Lan 

et al. introduced the DRL-CCP algorithm [28], which applies reinforcement learning and Q-learning 

to NDN networks. 

4. SUMMARY 

Currently, research on congestion control in NDN primarily focuses on receiver-driven congestion 

control algorithms, hop-by-hop interest shaping congestion control mechanisms, and network 

modeling and analysis related to congestion control. However, the inclusion of machine learning and 

reinforcement learning has brought new momentum to the development of NDN networks. In future 

research, a systematic and practical congestion control mechanism can not only perceive and regulate 

through intermediate routers and receivers but also continuously learn and improve from past 

experiences through reinforcement learning, machine learning, and other techniques, gradually 

moving towards optimal solutions. This would transform the entire NDN network from simply 

relying on fixed rules to a more intelligent network environment. Therefore, if such intelligent 

congestion control methods are implemented, research on congestion control mechanisms becomes 

more targeted when facing different NDN application scenarios, such as mobility, multi-homing, and 

multicast. 
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