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ABSTRACT

Reinforcement learning and federated learning both provide strong theoretical support for the study
of artificial intelligence. In recent years, an emerging federated reinforcement learning paradigm has
been proposed and widely studied and applied. However, in the federated reinforcement learning
architecture, the environment, data type and device performance of different agents may be different,
which is called heterogeneity. The existence of heterogeneity factors may lead to slow convergence
speed of the algorithm, poor generalization, and suboptimal quality of the trained model. Therefore,
how to solve the negative impact of the heterogeneity problem on model training has become a hot
content of research, and the most important method is to train personalized models for clients. This
paper introduces the theory of federated reinforcement learning, as well as methods to cope with
heterogeneity in federated reinforcement learning, and provides an overview of the applications of
federated reinforcement learning. We conclude the paper with a summary and future perspectives.
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1. INTRODUCTION

With the development of society, the application of artificial intelligence has become an essential part
of life, greatly promoting the development of industry, agriculture, education and other industries,
such as smart home [1], driverless cars [2], intelligent robots and so on [3]. And behind these smart
devices, it is inseparable from the support of efficient Machine Learning (ML) algorithms. The goal
of ML algorithms is to solve an optimal function model that can approximate these data by analyzing
the existing data, through which an accurate prediction of the future posture can be achieved [4].
Therefore, designing an efficient and stable ML algorithm is an important goal in the field of ML
research. ML is classified into supervised learning, unsupervised learning, deep learning, and
reinforcement learning [5]. Early ML is usually a centralized framework, where a large amount of
private data from dispersed users needs to be sent to a central service node in order to train accurate
algorithmic models. However, this is prone to the problems of data leakage and increased
communication overhead, and with the strengthening of people's awareness of privacy protection and
the introduction of some national legal protection measures for related Internet data, it becomes more
difficult to obtain local user data for training algorithmic models.

To solve the above dilemma, Google's research team proposed the algorithmic architecture of
Federated Learning (FL) in 2016 [6, 7]. FL is actually a special kind of distributed ML framework
[8]. The basic idea is that in each round of training, a central server is used to aggregate model
parameter information from multiple local clients, and the aggregated global model parameters are
fed back to the local clients for them to conduct the next round of training based on the aggregated
global model, and this process is iterated for many times until a globally optimal model is obtained.
Since the local client exchanges with the central server not local data but model parameters obtained
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from local training, FL has the advantages of facilitating model training, protecting data privacy and
security, and saving network resources [9]. FL has been continuously optimized and improved by
subsequent studies, and has also been proven to be significantly effective and superior in a large
number of practical applications.

Reinforcement Learning (RL) is one of the fields of ML, in which the agent can learn the optimal
policy through the interaction with the environment to maximize the long-term reward or achieve the
predetermined optimal goal [10]. Classical RL algorithms include Q-Learning, Sarsa, Policy Gradient,
etc. [11]. In order to obtain better model training effects and protect user data privacy, some scholars
have proposed to combine RL and FL to form a new Federated Reinforcement Learning (FRL)
framework [12, 13]. However, in practice, due to reasons such as differences in the environment or
equipment, resulting in most of the data belonging to Not Independent and Identically Distributed
(Non-11D) among them [14]. These heterogeneity may cause some new problems in FRL aggregation.
For example, multiple agents get the global optimal model after FRL training, but the effect after
applying it to the local area is worse than that of the model trained by agents only using local data,
thus slowing down the speed of model training of agents [15]. This is contrary to the original purpose
of designing FRL to speed up model training, so it is urgent to consider solving the heterogeneity
problem in FRL. This paper first introduces the theoretical framework and classification of FRL, then
generalizes the approach to correspondence heterogeneity, and summarizes its applications and future
developments.

2. THEORETICAL BASIS OF FRL
2.1. Introduction to FRL

FRL is a new paradigm in the field of ML. By applying the federated learning framework to RL,
multiple reinforcement learning clients can collaborate to train to obtain the global optimal policy,
which can not only speed up the policy model training speed and improve the sample efficiency, but
also protect the client data security and privacy, and reduce the communication pressure of client
interaction [16]. The traditional centralized ML training model needs to collect data from all clients
and store them uniformly in the central server device, and the model training is carried out by the
central server. However, when centralized ML collects user data, a large amount of data needs to be
transmitted over the network, which may lead to data privacy leakage and occupy a large
communication bandwidth problem. To solve this problem, the federated learning paradigm was
proposed in 2017 and has been widely used in related optimization problems, and the framework is
shown in Figure 1.
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Figure 1. Federated architecture diagram.

In RL, training a model on a single client often faces the challenges of low sample efficiency and
slow policy model training. One way to address these challenges is to have clients communicate with
each other so that they can learn from each other's experiences. However, due to the increased
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awareness of privacy precautions and the constraints of relevant policies and regulations, it is
obviously not feasible to collect client data directly. To this end, the FRL paradigm is formed by
introducing the federated architecture, so that the agent client trains the policy model locally, and then
uploading the trained policy parameters to the central service node. The central service node
aggregates the model parameters of all clients to form global model parameters, and sends them to
each client. The client continues to train locally based on the global model parameters. This process
is iterative, and clients learn from each other in this way to speed up model training.

2.2. FRL Optimization Goals

Traditional RL is usually modeled as a Markov decision process, and FRL is no exception.
Information such as state, action and reward in the environment of the agent can also be modeled as
a Markov decision process quintuple [17], which is expressed as: {S, A, R, P,y}, where S denotes the
state space set of the environment, A denotes the set of action spaces of an intelligent, R is the
reward function of taking action a,a € A instate s,s € S, P is the probability that an action a,a €
A istaken in state s,s € S such that the state of the environment is transferred to s’. y € (0,1) isa
constant discount factor. Because RL is a process of constant exploration, the cumulative reward from
the current time k to time K can be expressed as:

Rk = ¥°Tiesr + ¥ 2 + V2 1qz + o +vE e = XX v M, 1)

where the discount factor y is used to determine the importance of the reward relative to the current
reward at different moments. The policy rr represents the probability of selecting a particular action
given a certain state, guiding the entire exploration process in RL. The cumulative reward of state
transition under policy m, that is, the state value function, can be expressed as follows:

VT(s) = E[YXK_,v* Irilsk = s] (2)

Then the cumulative reward from taking action a instate s according to policy 7 is called the state-
action value function, denoted as:

Q" (s, a) = E[Ry sk = so, ar = ao] = E[Xh_1 ¥ 1ilsk = so, ax = ao] 3)

where s, and a, denote the initial state and action, respectively.

In FRL, because multiple clients are required to participate in training together to obtain a global
optimal policy model, the optimization objective of FRL can be expressed by the following formula:

max,R(1) = ~E[ZIL, V[ (s)] or max,R(r) = ~E[ZiL, QF (s;, a)] (4)

where R represents the global policy reward, N represents the number of agents participating in
federated training.

2.3. The Architecture and Properties of FRL

FRL can be classified into Horizontal Federated Reinforcement Learning (HFRL) and Vertical
Federated Reinforcement Learning (VFRL) based on the differences in organizational structures [8].
In HFRL, all agents participating in federated training run in parallel, each agent interacts with the
environment independently, and trains the policy model locally according to the environment state
and feedback information. Each agent encrypts the trained model parameters and uploading them to



the central server, and the central server decrypts and consensus the model parameters of all agents
after getting them. After that, the server sends the consensus parameters encrypted to all agents, and
the agents update the consensus model parameters locally after receiving them. The basic architecture
of HFRL is shown in Figure 2, and the framework can effectively protect user data privacy. At the
same time, the agents can draw on the knowledge learned by other agents in different environments
through the central server, so as to enrich the agents' own experience and improve the sample
efficiency, and the process is conducive to improving the model learning rate.
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Figure 2. Horizontal federated reinforcement learning architecture graph.

Different from HFRL, VFRL eliminates the central server dedicated to model consensus, but selects
an agent from multiple agents participating in the training to maintain an additional Q neural network,
which is used to consensus the model parameters of other agents. The agent is called Q network agent,
and the others are called cooperative agents. VFRL aims to train a more effective RL agent, and its
basic architecture is shown in Figure 3. In this architecture, all agents are located in the same
environment, each agent performs different observation interaction on the same environment, and
maintains action policy within itself. Agents can make decisions regardless of the state of the
environment, but they all need to observe and record the state, reward, and other information of the
environment. According to the recorded information, the network parameters are trained in the local
neural network, and then the training results are encrypted and sent to the Q network agent. After
decrypting the collected training results, the Q network agent trained the Q network and returned the
obtained parameter information to the cooperative agents, and each agent continued to update the
local network. This method can not only protect data privacy, but also train a more efficient
reinforcement learning agent.
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Figure 3. Horizontal federated reinforcement learning architecture graph.

Although FRL has different compositional architectures, it has some common characteristic
properties, the advantages of which are that they all have user data protection, distributed computing
capabilities, generalizability of their trained models and reduced client communication pressure.
However, FRL also faces some challenges, such as increased communication pressure on the central
server node, which is due to the need for the central server node to interact with multiple clients.
Moreover, the importance of the center node makes it vulnerable to illegal attacks. In addition, there
are factors such as heterogeneous data, environment and computational resources in practice, which
may have an impact on the performance of FRL model training. Among them, heterogeneity is one
of the main challenges facing FRL. It can be seen that solving the above challenges is important for
the development of FRL.

3. METHODS AND RELATED RESEARCH TO COPE WITH
HETEROGENEITY IN FRL

3.1. Solution Oriented

The personalized method can effectively deal with the heterogeneity problem of FRL. Its main goal
is to train multiple different algorithm models according to the heterogeneous reasons such as the
environment of local agents while considering the global optimal model of FRL. These models are
optimal for specific agents and perform better than ordinary federated global aggregation models. In
order for personalized FRL to work in practical applications, the following three issues need to be
paid attention to simultaneously [18]. Firstly, how to develop advanced personalized models so that
clients can benefit from federated model consensus; The second is how to build an accurate global
model so that customers with limited privacy data can benefit from personalization; The third is how
to achieve fast model convergence in a small number of training rounds. Therefore, designing
personalized algorithms usually needs to be oriented to these three problems.

3.2. Related Personalized Methods Research

As FRL is an emerging field, there are relatively few studies to deal with the heterogeneity problem
in FRL. Among them, Nadiger et al. [19] proposed a method that uses FRL to accelerate the training
of an agent's personalized model of its environment. For the first time, the FL framework was
combined with the Deep Q-Network (DQN) method in RL, and the grouping policy, learning policy
and joint policy were proposed. The method of classification aggregation according to data type was
used to speed up the model aggregation and improve the accuracy of the model. Wu et al. [20]
proposed a Personalized Federated learning framework (DPFed) considering the data differences



between participating clients and the problems of uneven model accuracy and slow convergence
speed of existing methods under non-11D data. It used Deep Reinforcement Learning (DRL) method
in the central server to identify the relationship between different clients. It makes the clients with
similar relationship perform interactive collaborative learning. This method trains a personalized
model for each client to speed up the convergence of the model, and reduces the variance between
different client models by regularizing the DRL reward function to further improve the quality of the
model. The personalized method is shown in Figure 4. Jin et al. [12] studied the problem of multi-
agent cooperation in federated reinforcement learning, and this work mainly emphasized the
constraint problem of environmental heterogeneity. Firstly, two FRL algorithms based on value
function and policy function are proposed, and it is proved that the existence of environmental
heterogeneity will lead to the convergence of the two algorithm models to suboptimal solutions. The
training of the personalized model is then achieved by embedding the environment information into
an additional network vector layer.

4. FRL APPLICATION AREAS
4.1. Edge Computing

With the development and popularization of smart devices, the demand for various edge devices has
been further enhanced, such as base stations and roadside units, etc. The application of edge
computing equipment can integrate, classify, preprocess and calculate a large amount of data directly
at the data acquisition end or the edge part. However, data security and privacy protection are still
one of the main challenges faced by edge computing [21], and FRL provides a solution for it. In
recent years, FRL applied to edge computing has received attention and research. In order to solve
the problems of mobile edge computing, caching and communication, Wang et al. [22] proposed a
potential FRL framework, which has lower overhead and higher performance, and makes the mobile
communication system have cognitive and environmental adaptability. Zhang et al. [23] optimized
the joint solution of cooperative edge caching and proposed a cooperative edge caching method based
on dueling deep Q-network to improve caching performance and the curse of dimensionality. Zhu et
al. [24] proposed a resource allocation scheme for edge hosts, called Concurrent Federated
Reinforcement Learning (CFRL), which not only has the privacy protection and complex problem
solving ability of FRL, but also adds concurrency in the form of joint decision making. Wang et al.
[25] effectively fused model-based RL and ensemble knowledge distillation into FL to create an
ensemble of dynamics models for the client, and then train the policy by using only the ensemble
model without interacting with the environment. In order to solve the problem of allocating resources
to maintain the efficiency and timeliness of data and tasks, Wang et al. [26] proposed a new
framework for UAV-assisted MEC system based on federated multi-agent RL.
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4.2. Control Optimization

RL can solve sequential decision-making problems, so it has significant advantages in complex
scenarios such as robot control. However, the optimal training of a single agent is usually limited by
factors such as data, exploration and sampling, which will lead to problems such as low efficiency
and poor quality of model training. Therefore, the introduction of FRL will be an effective solution.
Liu et al. [3] proposed a cooperative learning architecture called LFRL for navigation in cloud robotic
systems. Enabling robots to transfer experience to each other so that they can leverage prior
knowledge and quickly adapt to changing environments. Liang et al. [27] proposed a Federated
Transfer Reinforcement learning (FTRL) framework for knowledge extraction, so that all vehicles
can learn from each other while ensuring data privacy. Seongin et al. [28] proposed a new federated
learning DDPG algorithm (FLDDPG) based on FL's deep reinforcement learning training strategy,
which was applied to the swarm robot system to solve the problem of unstable or limited
communication between robots and servers. Experimental results show that the FLDDPG method has
higher robustness and generalization ability. Tai et al. [29] used Proximal Policy Optimization (PPO)
to achieve the optimal task scheduling policy based on the Deep Reinforcement Learning (DRL)
method. Then, a federated learning based algorithm is proposed to improve the performance of PPO
agent.

4.3. Communications Network

With the popularization of 5G communication and the emergence of various communication
technologies, specific network communication systems can be designed for different scenarios, which
leads to the heterogeneity of network systems. Therefore, the management of network system has
been widely studied. In order to prevent the traditional management methods from causing data
security and inefficiency problems, the introduction of FRL method can be an effective coping
method. Among them, Huang et al. [30] studied the Network Function Virtualization (NFV) part of
communication network services, and proposed a Scalable Service Function Chain Orchestration
(SSCO) scheme by using FRL in NFV supporting networks. They train global models through
federated frameworks as well as time-varying local model exploration for scalable SFC orchestration.
Open Radio Access Network (O-RAN) has been widely used in 5G networks. Cao et al. [31] proposed
a joint DRL-based scheme to train the user access control model in O-RAN in order to solve the



problem of load balancing and handover control. The independent agents make decisions with the
help of the global model server, and the server aggregates the DQN parameters of the selected agents
to update the global DQN parameters. Krouka et al. [32] considered that in a distributed RL
environment, updates of multiple agents may cause interference when communicating with limited
bandwidth. This paper proposes A distributed reinforcement learning algorithm based on alternating
direction multipliers method (ADMM) and simulated transmission "in-air aggregation” (A-
RLADMM). The algorithm enables the agent to transmit each element of its updated model over the
same channel using analog communication. Gupta et al [33] to enable resource constrained in-vehicle
edge nodes to learn their communication parameters from a central parameter server. The use of FRL
accelerates the problem of long training time for convergence of models caused by non-independently
and Non-11D data samples in Cellular Vehicle-to-Everything (C-V2X).

5. SUMMARY AND PROSPECT

This paper focuses on an overview and analysis of personalized FRL. First, the developmental context
and the challenges of heterogeneity faced by federated reinforcement learning are analyzed. Then,
the basic theory and optimization goal of federated reinforcement learning are introduced, and its
different classifications are expounded. Subsequently, an overview of the current personalized
approaches to the problem of environmental heterogeneity in FRL is given. Finally, the application
of FRL in different fields is discussed, which further illustrates the importance of FRL in related
fields.

Although FRL has significant advantages for model training and privacy protection, it can be seen
that there are few relevant researches on the heterogeneity problem faced by FRL, and further
exploration is needed. It is one of the research directions to solve the problem of model training in
the continuous high-dimensional state-action space while paying attention to the influence of
heterogeneity. Additionally, in policy-based federated reinforcement learning, the challenge of not
available of first-order gradients information is noteworthy and merits further research attention.
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